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NDIA System of Systems SE Committee

• Mission
• To provide a forum where government, industry, and academia can share 

lessons learned, promote best practices, address issues, and advocate 
systems engineering for Systems of Systems (SoS)

• To identify successful strategies for applying systems engineering principles 
to systems engineering of SoS

• Operating Practices
• Face to face and virtual SoS Committee meetings are held in conjunction 

with NDIA SE Division meetings that occur in February, April, June, and 
August

NDIA SE Division SoS Committee Industry Chairs: 
Mr. Rick Poel, Boeing
Ms. Jennie Horne, Raytheon

OSD Liaison: 
Dr. Judith Dahmann, MITRE



Simple Rules of Engagement

• I have muted all participant lines for this introduction and the 
briefing.

• If you need to contact me during the briefing, send me an e-mail at 
sosecie@mitre.org.

• Download the presentation so you can follow along on your own

• We will hold all questions until the end:
• I will start with questions submitted online via the CHAT window in Teams.
• I will then take questions via telephone; State your name, organization, and 

question clearly.

• If a question requires more discussion, the speaker(s) contact info is 
in the brief.



Disclaimer

• MITRE and the NDIA makes no claims, promises or guarantees 
about the accuracy, completeness or adequacy of the contents of 
this presentation and expressly disclaims liability for errors and 
omissions in its contents.

• No warranty of any kind, implied, expressed or statutory, 
including but not limited to the warranties of non-infringement of 
third party rights, title, merchantability, fitness for a particular 
purpose and freedom from computer virus, is given with respect 
to the contents of this presentation or its hyperlinks to other 
Internet resources.

• Reference in any presentation to any specific commercial 
products, processes, or services, or the use of any trade, firm or 
corporation name is for the information and convenience of the 
participants and subscribers, and does not constitute 
endorsement, recommendation, or favoring of any individual 
company, agency, or organizational entity.
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March 9, 2021
Distributed Architecture for Monitoring Urban Air Quality: A Systems Engineering Approach

Adrián Unger, Tom McDermott and Philip Dewire

April 6, 2021
Holistic architecture description for a future Global Health Assurance Systems of Systems

Adrián Unger

April 20, 2021
Leveraging Set-Based Practices to Enable Efficient Concurrency in Large Systems and 

Systems-of-Systems Engineering
Brian Kennedy

May 4, 2021
OUSD R&E: USD(R&E) Mission Engineering (ME) State of Practice

Elmer L. Roman

May 18, 2021
Application of Probabilistic Graph Models to Kill Chain and Multi-Domain Kill Web Analysis 
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Jason Baker and Valerie Sitterle
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Information Exchange Webinars
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June 1, 2021
Applying an MBSE Approach for Evaluating Shipyard Operations

David Jurkiewicz

June 15, 2021
Implementing a Digital Engineering Environment for Mission Engineering

Jason Anderson and Jeffrey Boulware

June 29, 2021
Digital Engineering: From Toolchain to Platform 

Dr. Aleksandra Markina-Khusid

July 13, 2021
Developing Meta Systems Architectures for Leading Innovation with Complex Societal and 

Technical Challenges
Dr. Cihan Dagli
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Aims of the paper

• To challenge the perception of an 
engineer as someone who ignores 
the world outside their System 
Element

• To remove the excuse “There’s no 
training or guidance on interfaces”

• To promote a whole-lifecycle view of 
interfaces, and left-shift their 
consideration in architecting



This is the last slide with bullet points until 

the summary… so read the paper!

Outline

2. The SEP field

3. Elements of best 

practice

4. An example of left-

shifting

5. Residual common 

problems

6. Lifecycle considerations

1. What’s in 

the literature
7. Conclusions 

and questions
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What’s in the Literature
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The “Somebody Else’s Problem” field
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7 Samurai battle the SBS



Why does it matter?

System of Interest A System B

IFAB IFAB

ICAB

Mandated Interface

Bearer X

“System A shall interface to System B via bearer X”

System 

Req’m’ts

Sub-

System 1 

Req’m’ts

Sub-

System 2 

Req’m’ts

Sub-

System 3 

Req’m’ts

External 

Interfaces

External 

Interfaces

External 

Interfaces

External 

Interfaces

Interfaces 

1 <> 2
Interfaces 

2 <> 3

Interfaces 

1 <> 3



Why does it matter?

Change

Control

Design

Requirements Test



Electrical voltage + current (+ spikes)

Vertical forces (time-varying)

Longitudinal forces due to friction

Heat

Flash arcing

Electromagnetic field flux (+RFI)

Vibrational forces (resonance?)

Shock (at joints)

Moisture & salt deposition

Carbon deposits, rust, crud

It’s not just software



Best Practice 1: the Separation Principle

Notional ‘Plane 

of the interface’

What is passed 

across the 

interface, the form

of the interface

AB Interface doc

System A Spec

System A behaviour

What System A 

has to do in 

response to the 

interface

System B Spec

System B behaviour

What System B 

has to do in 

response to the 

interface

System A System B

IFAB IFAB

ICAB
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Best Practice 2: the Context Diagram

ATC System
Air Traffic

Control System

ADS-B

Aircraft

Emergency 

Services

Heat/Dust

Power

Weather

Air Ops 

Command

EM Signals
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WAN



Best Practice 3: the Sequence Diagram

SystemExt Sys 3Ext Sys 2Ext Sys 1

Mass, energy or 

information 

exchanges across 

nominal planes of 

each interface, in 

logical sequence

time

System Boundary



Best Practice 4: layered models as patterns

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical

High-level Applications I/F

Character encoding, encryption

Manage connections

Quality of Service, error control

Addressing, routing, traffic control

Flow control protocol

Pins, voltages, impedance, modes

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical

High-level Applications I/F

Character encoding, encryption

Manage connections

Quality of Service, error control

Addressing, routing, traffic control

Flow control protocol

Pins, voltages, impedance, modes



Best Practice 4: layered models as patterns

Load balancing

Power switching

Safety trips

Wiring/connectors

Power delivery

Load balancing

Power switching

Safety trips

Wiring/connectors

Power usage

Electrical

Power System

Train Electro-

Motive System

Overhead 

Lines

Cabling +

Power bus

Pantograph 

Arm etc

means an Interface

to be documented



Best practice 5: black box N2 chart

IN

IN

OUT

OUT

A -System

Of Interest
B requires of A

A provides to B

C requires of A

A provides to C

D requires of A

A provides to D

E requires of A

A provides to E

A requires of B

B provides to A B - Users
C requires of  B

B provides to C

D requires of  B

B provides to D

E requires of  B

B provides to E

A requires of  C

C provides to A

B requires of  C

C provides to B

C - Physical

Environment
D requires of  C

C provides to D

E requires of  C

C provides to E

A requires of D

D provides to A

B requires of D

D provides to B

C requires of D

D provides to C

D - External 

System 1
E requires of D

D provides to E

A requires of E

E provides to A

B requires of E

E provides to B

C requires of E

E provides to C

D requires of E

E provides to D

E External

System 2

…etc



Best practice 6: white box N2 chart

Control Inputs

(e
.g

.) H
C

I O
u

tp
u

ts

Consider only inputs

To System Elements 

From the outside world

Consider only outputs

From System Elements 

To the outside world

Don’t

care

Don’t

care

Consider

Cell by Cell

Consider

Cell by Cell

Don’t

care

Don’t

care

Don’t

care

Don’t

care

Don’t

care

Don’t

care



Best practice 7: optimised N2 chart



Best practice 8: phased implementation N2

Time
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e
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CS1 CS2 CS3 CS4

Intermediate configuration states



Left-shifting…

Requirements
Physical 

Design

Logical / 

Functional 

Design
Architecting

{Interface design at successive levels of analysis}

Requirements
Physical 

Design

Logical / 

Functional 

Design
Architecting

Interface 

constraints
{Interface analysis feedback loops}

Becomes…
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4

5

6

1 7



Pantograph example again

Electrical voltage + current (+ spikes)

Vertical forces (time-varying)

Longitudinal forces due to friction

Heat

Flash arcing

Electromagnetic field flux (+RFI)

Vibrational forces (resonance?)

Shock (at joints)

Moisture & salt deposition

Carbon deposits, rust, crud

The flows across the interface drive extra functional

and non-functional requirements on the System 

Elements at each end



Residual architecting decision patterns for interfaces

Power

Control

Comms BIT

Resiience
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Lifecycle of interface-based architecting

Draw the 

context
Identify the

external I/Fs

Current vs

Future
Agree way 

forward

Trial decomposition

into subsystems

Evaluate effect on

interface decompositionsOK?

N

Y

Generate

Specification tree

Get on

with it!

Organisations

Complexity

Number

Risk

Phased

testing

Subsystem

A

B requires of A

A provides to B

C requires of A

A provides to C

D requires of A

A provides to D

X requires of A

A provides to X

A requires of B

B provides to A

Subsystem

B

C requires of  B

B provides to C

D requires of  B

B provides to D

X requires of  B

B provides to X

A requires of  C

C provides to A

B requires of  C

C provides to B

Subsystem

C

D requires of  C

C provides to D

X requires of  C

C provides to X

A requires of D

D provides to A

B requires of D

D provides to B

C requires of D

D provides to C

Subsystem

D

X requires of D

D provides to X

A requires of X

X provides to A

B requires of X

X provides to B

C requires of X

X provides to C

D requires of X

X provides to D

External

Systems

2

3

4

5

6

1 7



The requirement from hell, and future-proofing

System of Interest A System B

IFAB IFAB

ICAB

Mandated Interface

Bearer X

“System A shall interface to System B via bearer X”

Bearer X in 

service;

System B to be 

accepted

System 

A 

envisag

ed, with 

interfac

es

IDD 

published 

for X;

IRS 

created 

for A<->B

System B 

accepted; 

ITT for 

System A 

uses IRS + 

IDD 

System A 

procured 

at lower 

cost  & 

risk

Negotiations 

between suppliers 

for A and B 

brokered -> ICD



Conclusions
• We have looked at gaps in the literature, 

and started to overcome the lack of a 

lifecycle-oriented view of interface 

evolution.

• We have outlined some key principles 

associated with interfaces, and looked at 

some best practice methods of 

representing and elaborating them.

• We have stressed the use of interface 

analysis in architecting Systems 

throughout their lifecycle.

• We have encouraged engineers to look 

outside the box.
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