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NDIA System of Systems SE Committee

* Mission
* To provide a forum where government, industry, and academia can share
lessons learned, promote best practices, address issues, and advocate
systems engineering for Systems of Systems (SoS)

* To identify successful strategies for applying systems engineering principles
to systems engineering of SoS

* Operating Practices
* Face to face and virtual SoS Committee meetings are held in conjunction
with NDIA SE Division meetings that occur in February, April, June, and
August
e SoS Track at NDIA 22nd Annual Systems Engineering Conference, Grand
Hilton Tampa Downtown, Tampa, FL, October 21-24, 2019

e Conference Info:
http://www.ndia.org/events/2019/10/21/22nd-annual-systems-and-mission-engineering-

conference

NDIA SE Division SoS Committee Industry Chairs:
Mr. Rick Poel, Boeing
Ms. Jennie Horne, Raytheon

OSD Liaison:
Dr. Judith Dahmann, MITRE


http://www.ndia.org/events/2019/10/21/22nd-annual-systems-and-mission-engineering-conference

Simple Rules of Engagement

* | have muted all participant lines for this introduction
and the briefing.

* |f you need to contact me during the briefing, send me
an e-mail at sosecie@mitre.org.

* Download the presentation so you can follow along on
your own

* We will hold all questions until the end:

| will start with questions submitted online via the CHAT
window in Skype.

* | will then take questions via telephone; State your name,
organization, and question clearly.

e |f a question requires more discussion, the speaker(s)
contact info is in the brief.



Disclaimer

 MITRE and the NDIA makes no claims, promises or guarantees
about the accuracy, completeness or adequacy of the contents of
this presentation and expressly disclaims liability for errors and
omissions in its contents.

 No warranty of any kind, implied, expressed or statutory,
including but not limited to the warranties of non-infringement of
third party rights, title, merchantability, fitness for a particular
purﬁose and freedom from computer virus, is given with respect
to the contents of this presentation or its hyperlinks to other
Internet resources.

» Reference in any presentation to any specific commercial
products, processes, or services, or the use of any trade, firm or
corporation name is for the information and convenience of the
participants and subscribers, and does not constitute
endorsement, recommendation, or favoring of any individual
company, agency, or organizational entity.



2019 System of Systems Engineering Collaborators

Information Exchange Webinars
Sponsored by MITRE and NDIA SE Division

October 8, 2019
An Analysis of Systems-of-Systems Opportunities and Challenges Related to Mobility
Mr. Jakob Axelsson

October 22, 2019
Modeling Process for the Design of System of Systems Evolution
Dr. Jeremy Buisson, Dr. Isabelle Borne and Mr. Franck Petitdemange

November 5, 2019
Irrational System Behavior in a System of Systems
Mr. Douglas L. Van Bossuyt, Mr. Bryan M. O’Halloran and Mr. Ryan M. Arlitt

November 19, 2019
Multi-Dimensional Classification of System-of-Systems
Dr. Bedir Tekinerdogen

December 3, 2019
Digital Twin Strategies for System of Systems
Mr. Michael Borth
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January 14
Framework for Improving Complex System Performance
Mr. Chuck Keating

January 28
TBD

February 11
TBD

February 25
TBD

March 10
TBD

March 24
TBD



Raytheon

The Role of Modeling and Simulation in

Supporting the Internet of Things as a System
of Systems

Paul Hershey, Ph.D.
Jayne Talbot

May 21, 2019
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| Raytheon
Outline

U Introduction 15 Minutes
— Why is Modeling and Simulation (M&S) Critical to Supporting the Internet of Things (IoT) as System of Systems (S0S)?
— Where does M&S fitin IoT SoS?

a Types of M&S to support IoT as SoS and Real-life examples 25 Minutes

Design and Development M&S
» Model-Based Engineering (MBE)
= Agent-based Models
» Real-life examples:

O Analytic
= Data Analytics Modeling
» Real-life examples

O Production M&S
= Component Modeling - Cars, Planes, Ships, Satellites
» Real-life examples

Q Training
= Remote training
= Real-life examples:

O Planning
=  Systems Modeling
= So0S Modeling

= S0S modeling for experimentation and exploration of emergent behavior
= Real-life examples:

U Future M&S to Support 0T as a SoS 10 Minutes

O M&S with Artificial Intelligence and Machine Learning
U Using M&S to identify and exploit Emergent Behavior of Complex SoS

0 Questions and Comments 10 Minutes
Total Time 60 minutes
Approved for Public Release 5/21/2019 ‘
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Raytheon

What is a System of Systems (S0S)?

» Department of Defense (DoD) and commercial systems engineers face significant
challenges with respect to producing and using System of Systems (SoS) applications

and products.

= S0S comprise constituent systems that are operationally independent, managerially
independent, physically decoupled, and geographically distributed.

= So0S as a whole exhibit evolutionary development that can produce system to systems
issues such as complexity, phasing, and emergent behavior.

Maintenance system

Industrial control systems

Microelectronics throughout

—

'Flight software system
| Identify friend or foe systems

| Life support systems

|Controller Area
Network bus

ECollision avoidance
Isystem

Communications
systems
| 'Database

Targeting systems

ILogistics systems

Approved for Public Release 5/21/2019 | 9
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What is Emergent Behavior in System Raytheon

of Systems (SoS) Capabilities?

CC license: https://creativecommons.org/licenses/by/2.0/legalcode

= New behavior that develops from the interactions among
constituent systems produce emergent behaviors.

— Cannot be deduced from the behaviors of the constituent systems
themselves, considered individually or in subgroups.

Approved for Public Release 5/21/2019 | 10
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Why are We Interested in Emergent Raytheon
Behavior in SoS Capabilities?

1. DoD and commercial
solutions require SoS
capabilities to last many
years

— Lengthy procurement cycle

— Extensive systems engineering in all
phases

— Large investment

2. S0S producers must
understand Emergent
Behavior to deliver SoS
applications that will:

— Reduce procurement Cyc|e The flock of starlings acting as a swarm by John Holmes;

. - . . https://en.wikipedia.org/wiki/Flocking_(behavior)#/media/File:The_f
— Streamline system engineering actives  lock_of_starlings_acting_as_a_swarm._-_geograph.org.uk_-

_124593.jpg; CC license: https://creativecommons.org/licenses/by-

— Produce longer life, more sustainable  sa2ofegaicode
systems

— Improve product cost-effectiveness

Approved for Public Release 5/21/2019 | 11
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Raytheon
What is the Internet of Things (loT)?

* |oT may be defined

as the network of
devices such as 0 @
vehicles, and home \ I /

appliances that / @

contain electronics,

software, sensors,
actuators, and
connectivity which
allows these things
to connect, interact
and exchange data
requiring little to no
human-to-human
Interaction. .

Therefore, the 10T qualifies as a complex
System of Systems and therefore can be
represented accordingly.

Approved for Public Release 5/21/2019 ‘ 12
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Why is Modeling and Simulation (M&S) Critical Raytheon
to System of Systems (So0S)?

» Role of M&S in representing the 10T as a So0S
— Assist with device design and decision-making processes for developers, service
providers, and end-users
* Representing an loT-based SoS is complex
— Difficult to create a comprehensive hardware testbed to test all possible conditions
— Expensive to create software to model all systems and their interactions

= Alternative approach: fuse existing component models to create an
overall SoS model

— Complicated by issues such as model pedigree and lineage, fidelity of input data, and
normalization of data

= Other Challenges of Applying M&S to SoS
— Most simulation systems are designed to work standalone
— Existing simulation standards were not designed with a SoS approach
— Interoperability is limited and usually only at a systems level

= Approach to Solve Problem
— Build assets with open architecture
— Design with data-centric architecture
— Encapsulate the standards into the platform

Approved for Public Release 5/21/2019 | 13
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_ Raytheon
SoS /M&S Emergence Flow Diagram

SoS Definition M&S M&S M&S Support for
Requirements Architecture / Approaches SoS Design /
Specifications Framework For SoS Analysis

* *

Discrete Event
Simulation (DES)
ExtendSim

Systems Tool
Kit (STK)

Realization /
Support

Military
War-gaming

Approved for Public Release 5/21/2019 14
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Information Collection Architecture (ICA) - System of Systems
Approach for Design and Development in High Speed Raytheon

Communications Systems

=  Objective: Monitor and analyze failure causing events in communications
systems that have traditionally been done in isolation using processing and
tools available only to a particular operations center or administrative domain.

=  Solution: ICA information collection system allows end-users to monitor,
collect, and analyze data from global enterprise SoSs.

Field Support

Base Support

rmation Collection and Analysis at Each Optical
P SONET/SDH OC768 Ring

Network Operations

Network Operations
Center 1

Center 2

Enterprisé‘ :

I computing
Field ’ Enterprise Enterprise -

Support via SATCOM , - ¢® S omputing Center Computing Center
Center1 %2 Nas. 3 via SATCOM DBA Help Desk '
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Wireles;Comms
A\ Field Support Center

Tier Il Support

' 2 = Network
| Wireless Air- X 7 !mm Operationss
LA 206 " Center 2.

-’ Enterprise

s Ent_e;;pélset Computing Center
ecuri enter — — .
Enterprise - — System Admin
Security & ' __ —— “Optical  Opticalto ——
0 N £ - Shift electrical SRAM ~
T —

—
- WOp:lcalﬂ’I Register Convertes
aveleng . .
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Example Mathematical Characterization: Stochastic Math

Model (SMM) for Analysis of Ballistic Missile Negation

Raytheon

= SMM computes

Determined by missile/mfgr

engineers (RMS)

Probability of Ballistic - A N
Missile Negation, Pn, e B e e e e e e
against ballistic e HHBHEEHEBRHEHE
missile threats SlE|™|ElE | gl R
— Techniques are Technique#l = =R ? = 213

developed to exploit
specific vulnerabilities,
referred to in the paper as
vulnerability-technique
(VT) pairs.

Vulnerabilities determined
by missile design and
manufacturing engineers

Techniques against each
vulnerability are identified
by cyber engineers

A dot in a cell represents
a “VT Pair”

Determined by cyber

engineers (lIS)

AN

Technique #2
Technique #3
Technique #4
Technique #5
Technique #6
Technique #7

Technique #8

Technique #9
Technique #10
Technique #11
Technique #12
Technique #13
Technique #14
Technique #15
Technique #16
Technique #17
Technique #18
Technique #19
Technique #20

Multiple Techniques A
against 1 Vulnerability

Approved for Public Release 5/21/2019 | 16
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- . . Raytheon
Probability of Negation Decomposition

= Negation --> 1) Deployment,
2) Effectiveness | Deployment

» Effectiveness is decomposed
into 1) Successful, and

2) Severe | Successful B
— Peffectiveness is analogous to Probability of
the Pe for kinetic weapon. Effectiveness
— Psuccess is the probability LTI C
L . Severity
that the vulnerability with a Probability of
given severity could be Negation:
successfully exploited (with Comp Level 2

any technique) IR

— “Severity" refers to the severity Probability of

of the vulnerability if it exists Deployment

= “Deployment” is decomposed e e
into 1) Placement , and

2) Activate | Placement

— “Placement" and "activate” are
different, recognizing that the
timing of placement and
activation are not always the
same.

Approved for Public Release 5/21/2019 | 17
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Probability of Negation Decomposition

Raytheon

= For a VT pair to negate a missile, it must be both

Deployed and Effective

= For a VT pair to be effective, it must be

Successful and Severe

— Successful: Do what it was supposed to do

|

Nectian

— Severe: Have a significant impact on missile

performance

= For a VT pair to be Deployed, it must be Placed

and Activated

|
I |

Sae  Sooe=dl

Successful
P(su)

Not
Successful

1—P(su)

Efiscie [l ey

;

Deployed
P(d)

Not
Deployed
1—-P(d)

|

Not
Severe Severe
P(sv) 1—P(sv) |
P(sv,su) = P(~sv,su) = Adineted
P(sv|su)P(su
= P(sv) P(su)
— P(sv)

P(sv, ~su)

=0

P(~sv, ~su)

=1-P(su)

Approved for Public Release

I
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Placed
P(pl)

Not
Placed

1-P(pD)

Not
Effective Effective
P(e) 1—P(e)
P(e,d) = P(~e,d) =
P(e|d)P(d)
= P(e) P(d) — P(e)
P(e,~d) P(~e,~d)
=0 =1-P(d)
Not
Activated  Activated
P(a) 1—P(a)
P(a,pD) = P(~a,pl) =
P(alpDP(pD)
= P(a) P(pl) — P(a)
P(a,~pD) P(~a,~pl)
=0 =1-P(pl)
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Multifactor Information Distributed Analytics Technology Aide (MiData) -
Analysis of Composable, Distributed SoS to Derive Actionable Mission nay“leon
Information from Intelligence, Surveillance, and Reconnaissance (ISR) Data

Sensor Hot Zone
Products Area of

Interest

' "
¥ S 2%
(o e 2
N ALERT P ; )
\ Helicopter —— \7 Sensors -
Landing Zone . ~ Products +

d
3 ALERT
Vehicle

- Sensor Products ; Meeting

. _Dissemination.s=

4 ?nd-User_ - i‘ . v ——
Requests —— NS . L

Image Store supports
PNG, IPEG

MiData
Data Store
Contains All |
Images and
Meta-Data

Mission Operations

Center ((MOC) Sensor |

Pull RAW Store Process

Objective: Customer is e T e, | —
drowning in data and e '“"'[ i el
seeks solution to reduce "l L | e
vast amount of ISR datato CA 1 PLEE | Pl b ot
actionable information i ii =l T —L] N
Solution: MiData SoS | s i —_—
screens and assesses A= i “
data from multiple diverse | Tl s,
sources | e — ; -
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System of Systems for Small Satellite
Onboard Processing (S30P) — Analysis

Raytheon

= Objective: Use Small
Satellites (Small Sats)
weighing less than 100 kg
for:

Space-based data collection
(e.g., imaging)

» |ntelligence, Surveillance, and

Reconnaissance (ISR)
Communication
= Links or Relays
Space situational awareness

Note: Emerging missions use
constellations of greater than
100 Small Sats

= Solution:

S3O0P constructs an algorithm
chain to optimize the amount of
data reduction and the
corresponding processing and
power requirements

e

e

o e

Algorithm 7
Change
Detection

i

Algorithm 1
——— 1 lLarge Image
Input Detection
Imagery

Inputs:

* Accuracy Threshold (acceptable for mission)
* Confidence Level (Probability derived based

on threshold and a priori acc:

* Imagery Metadata

uracy)

Chained

Results
Algorithms 1-4

Chained

t———— Change Detection Results F PGA
Algorithm 4
b ty Object Tracking (Land-based)
Resolution
Algorithm 4
Object Detection
S M M (Water-based)

Algorithm 1 Only

Algorithms 1 &2 Only

Algorithms 1-3 Only

Results
Algorithms 1-3, 5

Approved for Public Release
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Mission Information Autonomous Intelligent Decision
Engine (MiAide) - System of Systems for Raytheon
Autonomous Mission Decisions - Production

» Objective: Create SoS of applications to provide Automatic Decision Aide for manned &
unmanned systems to reduce staffing while improving mission capacity

» Solution: MiAide SoS provides unified decision support for each mission phase through
integrating phase-specific applications within and services oriented architecture

Data Broker
Reasoner (DBR):
Policy-based context
engine to distinguish
relevant data per
mission phase.

Key to adaptability.

Intelligent Mission Console
(IMC): Mobile computing
user environment that fosters
trusted human-system
collaboration, and optimizes
human response time per
mission phase.

"
; _____________ -
o 5
S 2 Capacity
N
8 The Q\v Increase
Global Hawk Predator < | Mission
= Pilots o no B e - Xz
6% 6% 7]
3% 5o 2
[ Sensor_ S i
Operations “Capability
= Maintainers =
W Exploiters "
Number of Staff
u Other
300 per CAP 163 per CAP
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MiData Application to Local / Regional / Global Joined Object
Recognition (MAJOR) — System of Systems for Local /

Raytheon

Regional / Global Joined Object Recognition - Production

= Objectives:

— Apply sensors and analytics technology in a
new way to create a novel capability to
rapidly screen massive collections of sensor
images (still and video)

— Chip out Essential Elements of Information
(EEls) that will transform raw data into
actionable information

= Solution:

— MAJOR allows analysts to use Multi-
Intelligence information to locate lost objects
in arbitrary geographic locations

— Example: lost jet anywhere on earth

Possible Object

- )
- p ,/;

pprox 24m

Possible Object

Search
Query
Algorithm
& Catalogs
Repository

v

A 4
Classifier

(Type Pastern otch

v

» 2 yp—
Reduction! m
Ooege | @

=

MiData
Key:
New

|

Existing

Future

Approved for Public Release
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Multi-Domain Probability Assessment Raytheon
Capability (MDPAC) - Training

Objective: Modeling and simulation
system-of-systems capability for
integrated kinetic / non-kinetic threat /
effects pairing assessment

Solution: MDPAC SoS with multi-
dimensional framework enables
integrated assessment across multi-
domain operations centers.

Kill Chain (Phases)

MiAide

| 1 | Mission Manager
{ | (Mm) & Distributed
i Resource <>

er Il |
s Center E .Pr ra
Repository ﬁs
MDPAC Wargame: TRL3 Manager (dRM|
Digital Effects
Wargame [ ISR/ BDA [10]

Concurrent Test, Training, and Operations _s@gé}\/_L _____________
MDPAC
e |

Situational Awareness (SA): TRL3 >
Command and Control = System of Systems
ml |2 SR
@ © i -:
2‘ Q % : { Situational I
g g Q 1 i Awasrzl)lsss -— :
3 5| %2 pi . -
S 5| = 2 ) :
3 Z %‘ %’- ‘g. S M M : % Battle Damage i o ﬁ_ =
2 Mission Planner (MP): TRL4 SR i3 Eoa [ _—7 Rail Gun 9]
= Ballistic Missile Defense Planner 5 ™ 1 ! Y —
E 5 g : E : tvanc
3 1 2 Mission : Directed Energy 10/ Threats
() & D :n_
2 1
= -
1, :
i H
I
1
I
K
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Emergent Behavior: Multi-Domain Command and Raytheon
Control (MDC2) - Planning

= MDC2 is the coordinated orchestration of sensors-to-effectors across all
echelons, domains & warfighting functions

= Future wars will be decided by data advantage enabling collection,
exploitation, and distribution of actionable information at speed

Approved for Public Release 5/21/2019 | 24
This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



SoS M&S Emergence Levels (ELs) — Raytheon
Evolving SoS Example

Analysis

MiData

Design and
Development

Problem: Big Data
Fusion & Reduction for
Mission Analysis (MA)
Solution: Apply ICA to

Problem: ID ID MA Patterns_
Anomalies on Analysis
Comms Nets

Solution M&S S30P

to ID patterns

Problem: Distributed
Processing in space for

Small Sats.

Key

SoSEL1
SOoS EL 2
SOS EL 3
SoS EL 4
SOSELS

Production
MiAide
Problem: Big Data Fusion
& Reduction for all Mission
Phases (MPs).

Solution: Apply MiData
M&s to all MPs

Production Training
MAJOR MDPAC

Problem: Big Data Fusion & Problem: Derive Pdefeat
Reduction for timely Object ~ for Missile Defense.

ID and Location. Solution: Apply

Solution: Apply MiData M&s MiAide/SMM

for Object ID Use Case

Planning

Solution: ICA TTM Algorithm Multi-Domain Command
: and Control (MDC2)

Initial System [N

Problem: Derive Relationships
between MD capabilities.
Solution: Apply all

prior emerging SoS

Approved for Public Release 5/21/2019 ‘ 25
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Future: M&S to Support SoS for Raytheon
Autonomous Goal Planning using Al/ML

M&S enables user-in-the-
loop autonomy using a
genetic algorithm to find ; .
optimal combinations of
path segments to satisfy
mission goals

Example:

— Two loaded goals: “Avoid Traffic”
and “Collect Image Here”

.’ Pilot Time - 14:39:21

. Alternate
Estimated Actual Position
@ 14:39:21
v Loaded

F'ths
F'ath ‘ [
. Estimated Alternate
14:37-26 ‘,' Posums@‘|43921 v

U LN

14331

. . . 14:37.43
— Genetic algorithm forms chains of Actul c:?%ﬁ
. . 14:34- Position
path segments to maximize route e (14:36:08) ]
fitness.
_ Some routes are Scored hlgher 14:33 14:34 14:35 14:36 14:37 14:38 14:39 14:40 14:41 1442 14:43 1444

than others. ; L

— Mission Commander (MC) has
option to operate algorithm in
“hands-free” mode or make
detailed changes.

— MC can use fast-forward
capability to adjust any path
segment along route.

Approved for Public Release 5/21/2019 | 26
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Future : M&S to Support SoS for Emergent  Raytheon
Behavior of Complex Civil Sector Applications

= Autonomous cars:
— E_atrr]l mode control characterizes possible highway segments over which the car could traverse the
ighway.
— MC, operating in hands-free mode, applies highway-oriented constraints (e.g., “Avoid Traffic”, “Follow

Correct Lane Direction,” “Operate at Legal Speed”) while autonomously directing the car to achieve its
goals (i.e. reach destination X in the shortest time, while not exceeding the speed limit).

— As car progresses towards goals, vehicle sensors provide real-time feedback to the path planner that
dynamically adjusts route plan and notifies MC of plan updates requiring immediate adaptation.

= Autonomous bhoats in a harbor:

— Similar to automatous cars except that constraints are oriented differently (e.g., “Navigate within the
Channel,” “Avoid Ship Traffic,” “Avoid Buoys and Markers”).

— Example, as sensors indicate that boat is approaching boat slip, MC activates an autonomous docking
procedure to achieve final goal.

LT S —
e a -
Right Turi Mode - . T R
: - Left Turn Mede ' © == oft Tu ode
& Right Turn Mode S w
Straight & Level Mode
%
L - <

Straight & Level Mode

Path Mode Control for Autonomous Cars Path Mode Control for Autonomous Boats

Approved for Public Release 5/21/2019 | 27
This document does not contain technology or technical data controlled under either the U.S. International Traffic in Arms Regulations or the U.S. Export Administration Regulations.



Raytheon
Summary

= S0S exhibit evolutionary
development that can
produce system to systems
ISsues such as complexity,
phasing, and emergent
behavior.

= The loT qualifies as a
complex SoS.

= M&S supports the |0T as a
SoS with models and
simulations that support
decision-making processes
for developers, service
providers, and end-users.

— Design and Development
— Analysis

— Production

— Training

— Planning

— Understanding Emergent
Behavior of SoS

= We presented real-life
examples of M&S support
for each of these IoT as a
SoS areas.
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Raytheon

Questions?

Approved for Public Release 5/21/2019 | 29
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Raytheon

BACKUP
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Raytheon Proprietary — Competition Sensitive

Rayitheon
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Raytheon
Abstract

= Department of Defense (DoD) and commercial systems engineers face significant challenges with respect to
producmg System of Systems (SoS) applications and products.

By definition, SoS comprises constituent systems that are operationally independent, managerially independent, physically decoupled, and
geographlcally distributed.

* Furthermore, a SoS as a whole exhibits evolutionary development that can produce system to systems issues such as complexity, phasing,
and emergent behavior.

— Emergent behavior is defined as behavior that cannot be deduced from the behaviors of the constituent systems themselves, considered
individually or in subgroups.

= Furthermore, an emergent behavior is a global behavior that arises out of the interactions between parts of a whole and which cannot be
easily extrapolated from the behavior of the individual parts.

= The "Internet of Things" (IoT) may be defined as the network of devices such as vehicles, and home appliances
that contain electronics, software, sensors, actuators, and connectivity which allows these things to connect,
interact and exchange data requiring little to no human-to-human interaction.
— Therefore, the 10T qualifies as a complex System of Systems and therefore can be represented accordingly.

= The topic that we discuss in this presentation is the role of Modeling and Simulation (M&S) in representing the 10T
as a SosS.

— To effectively design devices for the loT SoS or to create the network infrastructure to allow connectivity and data exchange between these
devices; developers, service providers, and end-users must have some means of determining the impact of their design decisions.

— We propose using M&S to assist with the design and decision-making processes.

= An loT-based SoS is too complex to create a comprehensive hardware testbed within which all possible conditions
can be tested.
— Likewise, to create the software to model all systems and their interactions is too expensive to create from scratch.

— Alternatively, one could fuse existing component models to create an overall SoS model. This approach is complicated by issues such as model
pedigree and lineage, fidelity of input data, and normalization of data.

= In this presentation, we provide the audience with an understanding of why M&S is useful with respect to design
and decision-making for the 10T as a SoS.
— In doing so, discuss ways in which M&S can overcome some of the issues identified above, focusing on that of emergent behavior.
— We also provide real-life examples of M&S capabilities that support the IoT as a SoS in the following areas: training, planning, analysis, design
and development, and production.
— We conclude our discussion with an investigation of future uses of M&S to support 10T as a SoS including extensions of M&S into artificial
intelligence and machine learning and using M&S to identify and exploit emergent behavior of complex SoS.
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