SoSECIE Webinar

Welcome to the
2019 System of Systems Engineering Collaborators
Information Exchange (SoSECIE)

NDIN MITRE

We will start at 11AM Eastern Time
Skype Meeting +1 (703) 983-2020, 46013573#
You can download today’s presentation from the SoSECIE Website:
https://mitre.tahoe.appsembler.com/blog
To add/remove yourself from the email list or suggest a future topic or
speaker, send an email to sosecie@mitre.orq



https://mitre.tahoe.appsembler.com/blog
mailto:sosecie@mitre.org

NDIA System of Systems SE Committee

* Mission
* To provide a forum where government, industry, and academia can share
lessons learned, promote best practices, address issues, and advocate
systems engineering for Systems of Systems (SoS)

* To identify successful strategies for applying systems engineering principles
to systems engineering of SoS

* Operating Practices
* Face to face and virtual SoS Committee meetings are held in conjunction
with NDIA SE Division meetings that occur in February, April, June, and
August
* SoS Track at NDIA 22nd Annual Systems Engineering Conference, Grand
Hilton Tampa Downtown, Tampa, FL, October 21-24, 2019

e Conference Info:
http://www.ndia.org/events/2019/10/21/22nd-annual-systems-and-mission-engineering-

conference

NDIA SE Division SoS Committee Industry Chairs:
Mr. Rick Poel, Boeing
Ms. Jennie Horne, Raytheon

OSD Liaison:
Dr. Judith Dahmann, MITRE


http://www.ndia.org/events/2019/10/21/22nd-annual-systems-and-mission-engineering-conference

Simple Rules of Engagement

* | have muted all participant lines for this introduction
and the briefing.

* |f you need to contact me during the briefing, send me
an e-mail at sosecie@mitre.org.

* Download the presentation so you can follow along on
your own

* We will hold all questions until the end:

| will start with questions submitted online via the CHAT
window in Skype.

* | will then take questions via telephone; State your name,
organization, and question clearly.

e |f a question requires more discussion, the speaker(s)
contact info is in the brief.



Disclaimer

 MITRE and the NDIA makes no claims, promises or guarantees
about the accuracy, completeness or adequacy of the contents of
this presentation and expressly disclaims liability for errors and
omissions in its contents.

 No warranty of any kind, implied, expressed or statutory,
including but not limited to the warranties of non-infringement of
third party rights, title, merchantability, fitness for a particular
purﬁose and freedom from computer virus, is given with respect
to the contents of this presentation or its hyperlinks to other
Internet resources.

» Reference in any presentation to any specific commercial
products, processes, or services, or the use of any trade, firm or
corporation name is for the information and convenience of the
participants and subscribers, and does not constitute
endorsement, recommendation, or favoring of any individual
company, agency, or organizational entity.



2019 System of Systems Engineering Collaborators

Information Exchange Webinars
Sponsored by MITRE and NDIA SE Division

July 30, 2019
Graph Theoretic Architectural Analysis: Analysis of Complex Systems and Systems of Systems
Ms. Laura Antul

August 13, 2019
Systems of Systems, An Overreaching Paradigm
Mr. Reggie Cole

August 27, 2019
Understanding and Shaping the Future of Systems of Systems Engineering
Mr. Garry Roedler

September 10, 2019
An Analysis of Systems-of-Systems Opportunities and Challenges Related to Mobility
Mr. Jakob Axelsson

September 24, 2019
Modeling and Simulation for Internet of things as System of Systems
Dr. Paul C. Hershey



2019 System of Systems Engineering Collaborators

Information Exchange Webinars
Sponsored by MITRE and NDIA SE Division

October 22, 2019
Modeling Process for the Design of System of Systems Evolution
Dr. Jeremy Buisson, Dr. Isabelle Borne and Mr. Franck Petitdemange

November 5, 2019
Irrational System Behavior in a System of Systems
Mr. Douglas L. Van Bossuyt, Mr. Bryan M. O’Halloran and Mr. Ryan M. Arlitt

November 19, 2019
Multi-Dimensional Classification of System-of-Systems
Dr. Bedir Tekinerdogen

December 3, 2019
Digital Twin Strategies for System of Systems
Mr. Michael Borth



Graph Theoretic Architectural Analysis
Analysis of Complex Systems and Systems of Systems

Jeff Vodov
Laura Antul
Dr. Judith Dahmann

The MITRE Corporation
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Overview of So0S

 Definition of So0S and SoSE

« “System of Systems is a “set or arrangement of systems that results when
independent and useful systems are integrated into a larger system that

»n

delivers unique capabilities™.

« “Systems of Systems Engineering is “the process of planning, analyzing,
organizing, and integrating the capabilities of a mix of existing and new
systems into a system-of-systems capability that is greater than the sum

of the capabilities of the constituent parts”.

*Department of Defense, "US Defense Acquisition Guidebook", Defense Acquisition University, 2008.

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE



Problem

Challenge: SME-driven/program-specific/qualitative architecture analysis

Example: Software Engineering Institute’s (SEI's) Architecture Tradeoff Analysis Method® (ATAM®)

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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SoS Analysis of Alternatives

M&S Environment

. _sos | [
CLArt‘:ﬁ‘ltei::tur‘e’i- =

He = =

_ ”’t
i 2
Establish baseline SoS | Generate SoS architecture
architecture alternatives A
—“Operafions-
505 graph abstractiqn and Al @EmuloUEEs (0T Detailed evaluation with

network analysis prioritization of alternatives :

M&S environment

using lightweight analytics

A 4

----------------- » Informed architecture selection

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Robustness as a proxy for Resilience

* Robustness - degree to which a system is Robustness vs. Resilience
able to withstand an unexpected internal or
external event or change without Robustness
degradation in system’s performance —How much can you -
take before you fall <
* Resilience - system’s ability to recover or down Eg
regenerate its performance after an ES
unexpected impact produces a degradation Resilience Eg
of its performance — How long does it take 5'3
you to stand up again #

Distur-
5 bance
.O\,a"-“e -
© C\ 2

esilien®®  system state'
system state

4

Image Source: http://graphstream-project.org/doc/Generators/Random-Euclidean-generator/ Image Source: http://www.psls.uni-bremen.de/robustness.html?&L=1

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE



Robustness Metric
(Algebraic Connectivity Value)

* Represents average difficulty of isolating a node
« Second smallest eigenvalue of a Laplacian Matrix

* Inputs:
» Degree Matrix

« Diagonal matrix that contains the number of nodes adjacent

to a given node
d; degree of component i when i = j
Dij — .
0 otherwise

* Adjacency Matrix

« Symmetric matrix that contains a 1 if two given nodes are
adjacent and 0 otherwise

Ag__{] V[(i, ))|(i #j) and (i,j)ea]}

0 otherwise

Reference: H. Mehrpouyan, B. Haley, A. Dong, I. Y. Tumer, and C. Hoyle, "Resiliency analysis for complex engineered system
design," Artificial Intelligence for Engineering Design, Analysis and Manufacturing, vol. 29, no. 01, pp. 93-108, Jan. 2015.

12

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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ldentifying Robust SoS Architectures

Architecture 1 Architecture 2
bdd [Package] ExampleDerivative [Ard

i itsDerivativeWeapon:Deri 7%,

1 itsDerivativeWeapon:Deri 7%,

wativeC2Derativec? % e e

1 wCostForGraphTheoryBlocks "-’é
NN TR 1 itsDerivativeCO:DerivativeCO 7%

1 «CostForGraphTheonyBlocks "%

Robustness Metric Value: Robustness Metric Value:

0.5858 0.8299
MITRE
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Graph Theoretic Architecture Analysis Plugin

Current Capability

» Allows for the comparison of two different architectures
* Determines communication survivability against component Proof of ¢ leted A
or linkage failures roof of concept completed on an Army

Analyzes relative importance of nodes within an project

architecture Currently being adapted on an Air Force
Rapid analysis of topological robustness of an architecture C2 Project

Calculates integration risk for each subsystem

Produces optimal set of subsystems for efficient worm

propagation

Return On Investment

Providing decision makers with data-driven technical products
that facilitate objective decision making between architecture
alternatives. Objective identification of architecture components
that:

Broker a significant amount of information

Store a significant amount of information

Most rapidly disseminate information anywhere in the

network

Possess immediate neighbors who store a significant

amount of information

— V

Image Source: http://graphstream-project.org/doc/Generators/Randém-EucIidean-génerator/

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE



Graph Theory MBE GUI

MITRE



Network Analysis GUI (1 of 9)

bdd [Package] ExampleDerivative [Architecture_2]

1 itsDerivativeWeapon:Deri 7%

1 i dDerivativeC

16

Please choose a network to analyze :

1 itsDerivativeCO:DerivativeCO c%

1 itsDerivativeSensor:Derivi %,

© 2018 The MITRE Corporation. All rights reserved.

i “) 5

Diagram Architecture1_ibd

Compare Ar...

“ Diagram Architecture2_ibd ‘mmgcm:uo.

RuntimeCest = 1000000}

Approved for public release. Distribution unlimited 18-3133-1

MITRE



Network Analysis GUI (2 of 9)

Network Analysis Results

Diagram Architecture2_ibd Analysis

Robustness Metrics

F;mnm Connectivity

Degree Centrality Values

itsCO: 0.6
itsWeapon: 0.4
itsSecondC2: 0.4

Effective Graph Conductance

itsC2: 0.4

itsSensor: 0.2

Top Ten Highest Centrality Values

Eigenvector Centrality Values = Betweenness Centrality Values

itsCO: 0.23999999999999988 itsCO: 3.5

itsC2: 0.23999999999999988 itsC2: 1.0
itsSecondC2: 0.23999999929999988 itsSecondC2: 1.0
itsWeapon: 0.15999999999999992 itsWeapon: 0.5
itsSensor: 0.11999999999939994 itsSensor: 0.0

17

Closeness Centrality Values

itsCO: 0.8

itsC2: 0.6666666666666666
itsSecondC2: 0.6666666666666666
itsWeapon: 0.5714285714285714

itsSensor: 0.5

Global Average Distance Degree Diversity

Global Clustering Coaff

© 2018 The MITRE Corporation. All rights reserved.

Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Network Analysis GUI (3 of 9)

Degree Centrality Heat Map Betweenness Centrality Heat Map Eigenvector Centrality Heat Map Closeness Centrality Heat Map

Select Measure to
Overlay Heat Map With

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Network Analysis GUI (4 of 9)

Network Analysis Results

flosbralc Comnacty

Diameter

N

EHectue Graph Conchictarce.

/

Glcbal Awerage Distance

Gilebal Clustering Cooff

The Development Cost of Diagram Architecture2_ibd is approximately: 1.0 million
The Operational Cost of Diagram Architecture2_ibd is approximately: 1.0 million

itsCO = itsWeapon

Top Ten Highest Centrality Values 1

Diagram Architecture2_ibd Analysis

Robustness Metrics

Degree Diversity

= Find Unigue Paths

The number of distinet simple paths between itsCO and tsWeapen is

Degree Centrality Values 1 Eigenvector Centrality Values 1 Betweenness Centrality Values 1 CI
i1sC0: 0.6 itsCO: 0.23999999999999806 15C0: 35
itsWespan: 0.4 tsSecondC2: 0, tsSecondC2: 1.0
itsC2: 04 it6C2: 0.23999999909999904 15C2: 1.0
itsSecondCZ: 0.4 itsWeapon: 0. pon: 0.
itsSansor: 0.2 itsSensor: 0,11999989999998985 tsSensor; 0.0

© 2018 The MITRE Corporation. All rights reserved.

al Connectivey

Rabusiness

loseness Centrality Values 1

itsC0: 0.8

itsSecandC2: 0.6666666666666666
tsC2: 0.6666666666666666
itsWeapon; 0.5714285714285714

itsSensor: 0.5

Diagram Architecturel_ibd Analysis

Robustness Metrics

Ciameer,

Effactive Graph Canductance

Giobal Auerage Distance.

plgebraic Connestivty

Matural Conectivity

Awerage Degree Robustness

Degres Civersity

Global Clustering Coetf

The Development Co:

st of Diagram Architecturel_ibd is approximately: 1.0 million

The Operational Cost of Diagram Architecture1_ibd is approximately: 1.0 million

- ~ | Find Unique Paths

Top Ten Highest Centrality Values 2

Degree Centrality Values Eigenvector Centrality Values  Betweenness Centrality Values Closeness Centrality Values
tsC2:03 15C2: 0.33333333333333337 15C2: 20 15C2:0.75
1t5C0:05 #t5C0: 0.33333333333333337 1sC0: 20 1sC0: 075

tsWeapon: 0.25 tsWeapon: 0.16666666666666669 tsWeapon: 0.0 tsWeapon: 0.5
itsSensor: 025 itsSensor: 0.16666666666666669 itsSensor: 0.0 tsSensor: 0.5

Approved for public release. Distribution unlimited 18-3133-1 MITRE



Network Analysis GUI (5 of 9)

Eigenvector Centrality Heat Map Closeness Centrality Heat Map Display Cluster Graph

in Cluster 1:

Common Ele

Biconnected Network: Two distinct paths exist
between each node in the architecture

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1
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Network Analysis GUI (6 of 9)

bdd [Package] ExampleDerivative [Architecture_2]

1 itsDerivativeWeapon:Deri 7%

itsWeapon

! itsSecondDerivativeC2 itsSecondC2

itsC2

1 itsDerivativeCO:DerivativeCO 3

© 2018 The MITRE Corporation. All rights reserved.

\.
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¥ | Find Unique Paths

10 itsco shest Centrality Va

| itsSensor } . . ’
e e— T LY Betweenness Centra

itsCO > itsWeapon >

Find Unique Paths

The number of distinct simple paths between itsCO and itsWeapon is : 2

T

Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Network Analysis GUI (7 of 9)

bdd [Package] ExampleDerivative [Architecture_2]

1 itsDerivativeWeapon:Deri 7%

Cyber Analysis Metrics

Attacker Entry Location: | itsSensor v Target Entry Location: | itsWeapon > Calculate Cyber Metrics

1 itsDerivativeCO:DerivativeCO 7%

Statistical Attack Path Metrics

Mean Length of Attack Path: 3.0
Standard Deviation of Attack Path: 0.0
Number of Attack Paths: 2

Shortest Attack Path Length: 3

A,

Worm Propogation Metrics

Minimum Vertex Cover: Greedy Algorithm  Minimum Vertex Cover: 2 Approximation Algorithm

itsWeapon itsC2

itsCO itsWeapon
itsCO
itsSecondC2

© 2018 The MITRE Corporation. All rights reserved.

Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Network Analysis GUI (8 of 9)

St Integration Risk Analysis Metrics

Centrality Measure for Impact: [ Degree Centrality v ] Calculate Risk Metrics

Closeness Centrality

| Degree Centrality

Eigenvector Centrality

—\ Betweenness Centrality

~ . . . .
Integration Risk Analysis Metrics
f Centrality Measure for Impact: | Degree Centrality - Calculate Risk Metrics
1 jtsDerivati ivativeC2 7, 1 itss IIJ'I'CZSi
10
9
: o
g s
<]
1 itsDerivativeCO:DerivativeCO 73 a o ©
g
E.
O——)
3
2
1
0
1 1e) derivi
3 0 1 2 3 4 5 6 7 8 9 10
Likelihood Score
0O itsC2 itsSecondC2 O itsCO O itsWeapon  Q itsSensor
1

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE



Network Analysis GUI (9 of 9)

Pareto Frontier (Cost vs. Graph Theory Metric)

bdd [Package] ExampleDerivative [Architecture_2] "

Import JSON for Pareto

Open
) ) = <« v 4 W > Search Results in Documents v O json
Import Architecture2ibd for Comparison
Organize ~
m Desktop b4~

24

=
e
&

A |

testCannedExampleForOptimization.json

X

X

A

325 3 Downloads “ C:\Users\lantuh\Documents
200 Documents »
N o} ) testCannedExampleForOptimization1.json
o = Pictures o
275 Cp [o] C:\Users\lantu\Documents
DARPA Stuff v
250 -
1 itsDerivativeC2:DerivativeC2 7| ;
225 File name: |testCannedExampleForOptimizationjson ~
o
=
2 o s
3
-2 175 . .
£ .
E 150 Import JSON for Pareto [ Import Architecture2ibd for Comparison ]
1 itsDerivativeCO:DerivativeCO 3, 2 125 (o]
o [o) 325
100 300
. o
5 (o] O 27 1
215 fee) o
\ 50 (o] 250
1 itsDerivativeSensor:Deriv: 2| i [
’—"é | 5 .
0 >
0 10,000,000 30,000,000 50,000,000 70,000,000 100,000,000 é
Cost E
%
. e
o o
. - O X
Please choose a network to analyze : . 2
Diagram Architecture2 ibd Single Layer Architecture Analysis ~ ~ Analyze Architecture Display Cyber Metrics || Display Risk Analysis Display Pareto °
10,000,000 30,000,000 50,000,000 70,000,000 100,000,000

\

Cost

© 2018 The MITRE Corporation. All rights reserved.

Approved for public release. Distribution unlimited 18-3133-1

MITRE




Multi-layer Architectural
Derivation Example

MITRE



Example Architecture

Example Architecture

Weapon (1)

CO (3)

Sensor (4)

26

Available Communication Methods

Link 16

. SATCOM
Weapon (1) + HF Radio

VHF Radio

Link 16
« SATCOM
C2(2) « HF Radio
* VHF Radio
Link 11

Link 16

CO (3) SATCOM
Link 11

Link 16

« SATCOM
Sensor (4) + HF Radio

VHF Radio
Link 11

© 2018 The MITRE Corporation. All rights reserved.

Approved for public release. Distribution unlimited 18-3133-1

MITRE



Mapping Architecture to Multilayer Graph —

Intralayer Graph Representation

~

© 2018 The MITRE Corporation. All rights reserve

xx\\v

d.

“Link 11

VHF Radio

*HF Radio

“SATCOM

~Link 16

27

Available Communication Methods

Weapon (1)

C2 (2)

CO (3)

Link 16
SATCOM
HF Radio
VHF Radio

Link 16
SATCOM
HF Radio
VHF Radio
Link 11

Link 16
SATCOM
Link 11

Link 16
SATCOM
HF Radio
VHF Radio
Link 11

Approved for public release

. Distribution un

limited 18-3133-1

MITRE
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Mapping Architecture to Multilayer Graph —
Intralayer Adjacency Representation

VHF Radio HF Radio
2

S 1 2 1
< @ Link 11 110 |1 1/0 |1
: // 2 2|1 |0
R Link 11
VHF Radio 2 3 4
/ 2101119
P | - 311 |0 |1
/ HF Radio 410 |1 |0
N SATCOM Link 16
N 1 2 3 4 1 2 3 4
‘ "SATCOM 1/0 |1 |0 |0 1/0 |1 |0 |0
2N ' ol1 o1 ]o]| 2/1]0]1]o0
P Llnk 16 3/0 |1 |0 |1 3/0 |1 |0 |1
_ 7 20 o |1 o0 4/0 01 o0
‘ Weapon (1) C2 (2) CO (3) m
© 2018 The MITRE Corporation. Al ights reserved. pproved for public release. Distribution unfimited 18-3133- MITRE
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Mapping Architecture to Multilayer Graph —
Intralayer Adjacency Representation

VHF HF
Radio Radio Link 11 Link 16 SATCOM
0 1
VHF Radio T o
. 0 1
HF Radio T o
0 1 0
Link 11 1101
0 1 0
0o /1/0 |0
Link 16 1 /0 1 0
0 1 0 1
0 0 1 0
0 1 0 0
SATCOM 10|10
0 1 0 1
0 0 1 0 |
VHF Radio Link 16 Link 11 - ~ SATCOM

© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Mapping Architecture to Multilayer Graph —
Interlayer Matrix Representation

_—
SATCOM
: 1 2 3 4
. | HF Radio ‘|1
. 2,0 1 |0 |O
HF Radio
/ -< HF Radio
> | | 1 2
) *SATCOM i
/ SATCOM * -+
™~ 3/0 [0
410 |0
~—
Weapon (1) ‘ C2(2) CO (3) -
© 2018 The MITRE Corporation. All rights reserved. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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Network Analysis Tool: Conclusion

= Quantitative Low Fidelity Analysis Techniques

— Objective — Reduces the difficulty of determining probabilities and weightings
when high fidelity data is not available

— Lightweight — All techniques utilize basic matrix manipulation ensuring scalability
of the methods

— Repeatable — No matter who runs the analysis the results will be consistent
unless the network changes

= Analysis Methods Applicable to all Domains
— Optimal value for metrics may vary based on domain
" Integrated directly into Rhapsody

— Ensures no architectural information is lost in translation

= Enables rapid comparison of alternative architectures

© 2017 The MITRE Corporation. All rights reserved. For Internal MITRE Use. Approved for public release. Distribution unlimited 18-3133-1 MITRE
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