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BB oo Previous Publications

e This presentation iIs based on content previously
published, as follows:

— John Quartuccio, Kristin Giammarco, and Mikhail Auguston, presented by
Thomas Moulds. ldentifying decision patterns using Monterey Phoenix. In
System of Systems Engineering (SoSE), IEEE 12th International Conference,

2017.

b — John Quartuccio, Kristin Giammarco, and Mikhail Auguston, presented by
Gt Thomas Moulds. Deriving probabilities from behavior models defined in
m Monterey Phoenix. In System of Systems Engineering (SoSE), IEEE 12th
LYk International Conference, 2017.
i

, — John Quartuccio and Kristin Giammarco. A model-based approach to
, \1 investigate emergent behaviors in systems of systems. In Larry Rainey and Mo
"‘ Jamshidi, editors, Engineering Emergence: A Modeling and Simulation
3 --‘-: Approach. CRC Press, 2018. Publication pending.
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POSTGRADUATE Motivation

o System of System Architectures readily capture the
Intended interactions within the context boundary

— UML/SysML outlines a means to document system
behaviors (ref: https://www.omag.org/)
» Activity diagrams
» Sequence diagrams
 State-space diagrams
o Use-case diagrams

”‘t « What happens when things go wrong?

— ldentify a way to capture both the desired behaviors and the
undesirable behaviors of systems?
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~« Identification of patterns
— Topology
— Semantics
~ « Behaviors and a proposed analysis method

~ « Decision model example

— Narrative
| — Interactions
— Constraints
— Analysis
Rid? » Probability of a trace
—ai‘ » N-squared diagram of all traces
B aon

-« Wrap up and discussion

P
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= owun Wy Conduct Behavior Analysis?

. Logical analysis at a high level of abstraction

Derived from the essence of a behavior — hierarchical and temporal aspects of
an interaction

Considers the fundamental interactions of the system, both internal and
external, but described separately
Conducted prior to high cost investment in detailed design

 Prior to detailed modeling of discrete event, agent-based, physics-based, or hybrid
models

 Prior to physical design and manufacture
Enables analysis of both human and machine interactions

Typical system behavior architectures do not anticipate all possible
outcomes, without intentional analysis

This problem becomes intractable without tools to help (30 sequential choices of two
alternatives results in over 1.07 billion possible outcomes)

Derivation of constraints forms a level of requirements to constrain the system behavior
to what is expected and desired

» Not intended for detailed considerations such as data through-put, physical
performance, geographical or spatial reference

WWW.NPS.EDU
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Design patterns

— Re-use of successful patterns
— Limit or eliminate unwanted patterns
Model checking

— Logical consistency

» Positive-patterns: send then receive, write then read, request then authorize, have fuel then take
action, ...

» Anti-patterns: receive before send, read before write, authorize before request, take action
without fuel, ...

— Discovery of inherent nature of the architecture

Design analysis
— Derive the probability of successful outcomes
— Derive relative frequency of interactions, e.g. N-squared diagram
» Well-traveled pathways
e Rare occurrences
* Modularity of closely related interactions
Design of experiments

— Interactions enable an opportunity for verification in test

WWW.NPS.EDU
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» Based upon Small Scope Hypothesis (Jackson, 2012), such that most
problems can be found with just a few iterations

« Behavior modeling platform that derives all possible combinations of
behaviors, within the scope of execution

* Incorporates a concise language, employing principles of predicate logic

» Behaviors described as hierarchical (inclusion), temporal (precedence), or
user-described

|+ Interactions within a system defined separately from interactions among
systems

« + Constraints limit the outcomes of unwanted behaviors and thereby establish
a set of requirements for the system

B 2w
“. < Attributes easily indicated in the model
o — favorable and unfavorable outcomes used in the example model

« Assertion checking provides a means to query the model, finding any
occurrence of a pattern

« Available for anyone to use with the MP-Firebird Analyzer, at
https://firebird.nps.edu WWW.NPS EDU



https://firebird.nps.edu/

( -PS NAVAL
POSTGRADUATE

7/ SCHOOL M et h 0] d 0] I 0 g y

1. Define the Behavior Concept of

Narrative Behaviors
Analyzed

Architecture e Natural language Re-Use of Tfemplate
description from Repository

6. Analyze the Model 2. Identify the Events
- n Root, Atomic, and
¢ Probability calculation * 7 !
Composite Events .
e Design Structure P

: . e Internal Inclusion and
M DSM . .
i D) Precedence Relationships

Newly derived Input e .
Templates Formalism of
entered into Subject Matter System
Repository for Experts (SM ES) Behavior
Re-use

5. Identify Patterns 3. Define Coordination

e Interactive Inclusion and
Precedence Relationships

¢ Favorable and
unfavorable behaviors

e Topology .

4. Define Constraints Formalism of Key
Formal : : System to System and
Definition of * Logical consistency, System to () sME Input
; Simplification, and Design .
Requirements i — Environment
Derived . Behavior . Methodology Step
deficiencies and D MP Execution
common errors Architecture Execution, )
Constrained behavior Verification, and . } Progression
. . All possible outcomes
restricting undesirable

Validation

. . within scope of execution ‘ Regression, rework
interactions

8
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Decision Pattern Example

BE’ 0 signin

Mews  Sport  Weather Shop Earth  Iravel  Mors The Importance Of

NEWS checklists

Home Viden Word US&Canada LK

Enler Auplang Lg Cycie  Acodent Threat Categones / Groupings.  Accident Common Themes  Scarching/ Somng  Sae Map
Health v Surgical checklists are

Federal Aviation

1 essons | earned Home
Administration

Rusiness - Tech | Scence  Magasine

UAL Fught 173 near bormand  United Airlines, Flight 173, MD DC-8-61, N8082U

now standard in all ) ocidest Overiee ) o
h itals ki P Lecation: Portland, Oregon - Portiand International Airport
= H ospl i
What we can learn from fatal mistakes in P s o8
Recommendabons
: ; Dare: December 28, 1878
surgery » Inspired by ather high ) Rk R
By Dr Kevin Fung pressure industries like ‘ Mm"“:?ﬂm (n Discamber 78, 1978 a McDanne Nouglas NC--61 hurbatan powered
Presenter, How to Avoid Mistakes in Surgery aviation ’ airpians oparatad by Unitad Aings and registered as NBOS2U, crashed It
1y Vo wooded suburban area while on approach to Portland Intemaional Al =
(21 March 2013 Haalh & share ) Sty Assummphors Porland, Oragon - m,rﬁ;w'u_fmlwﬂvu:ém )
. copyright Georpe W, Hamiin - used with permission
» Checklists have helped ) Precursars Upon approach 1o Fortiand infomaonal AZporL. Bhe arcralt cxpenenced a
3 [} e Lande~—" hr matuncion indication and could not determing if the landing gear = :
cut death and _:::“*Wm Hafaly aitandad. Tha fight craw ekectsd to hotd 3t 5,000 festio R we e
ath i the landing pear anemaly. and prepare the airralt for an emergency
Comphcatlon fmm su ’—gew i {I one-enceplion, sboal 38 mimstes info e hold, itk was said
by more than a " {Y 1 amount ot anboard and hat was compict M
| ' 'J’ sk A TN |the srpart Appravimately one hour after beginning the hoid, and gorics | Groupings
I| ¥ “n [proach v e aFpor. i arcrant ran oul of fust and crashed
v Achecklist he\pl "\ Jysmiss nohesstof e aipat
h Management Landing
m|n| mise Ihe Ua‘ 1 HE" Y ED II I:lw:e onibuand the @incrall, Len were killed and 23 were seviously 3 a -
hierarchy of the | M AT " FE
QUNE |
theatre | atvor ¢! o L o
| -’ |
.| L |
vt he|p3 all team I L k 0 | RPH!'I‘Eri&_\n']i;wan Government Sites|
. | - | LE [ EE 0T gow
to follow basic | 1ac | - o
! ¥ Web Policies ;:::4_"‘ X
procedures | / k' g || et & Reauiabens.ase
\ : . 1n Pl s, pata.gov
(S TOC | ! n {
BN  Source: Dr Al Gawa_ - -] hl ';
- L}
R |
In 2005 Elaine Bromiley, a 37-year-old woman attending hospital for what was Lead advisor lo the v '\ - d P“'u‘, '“It |
supposed to be a routine operation on her nasal air passages, suffered Health Organisation ol HY MosT " HER |
catastrophic brain damage after unexpected complications occurred at the patient safely | LE LA WE 00 |
start of the procedure. [ TAKES® 150 |
| r
WIS - '; References:
e | Syed, M. (2015). Black Box Thinking: the surprising truth about success. John Murray.
S~ L2 c’/ | Flight 173: http://lessonslearned.faa.gov/ll_main.cfm?TablD=1&LLID=42
] = . BBC Article: http://www.bbc.com/news/health-21829540
=" —
-
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Presentation Notes
Note that these decision models were narrated by Matthew Syed in his book Black Box Thinking (2015).

I then did just a little research to find the NTSB report and background on the death of Elaine Bromily.  The links are active if you want more detailed information


The NTSB conducted a full report, that is available online for the edification of anyone.
Changes were made including training and improved cockpit communication, thereby overcoming the hierarchical organization boundaries


The husband of Elaine Bromily needed to painstakingly pursue resolution before he was able to determine the events leading to her death in 2005.  The BBC article presents lessons learned in 2013
Initial responses to his questions tended to preserve the status quo
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Physician Formal Hierarchy

Surgery

Adverse
reaction

2. Routine Procedure

The Behavior Narrative

Aviation
example

Landing

3. Unexpected and
unplanned occurrence

indication

Clearing 4. Intense focus and

airway
Medical
example

|
's 0
£

(,

g

Pattern
Medical example
Aviation example

impaired perception

Time lapse,
low oxygen

5. Change of external
conditions

pattern

Time lapse,
low fuel

6. Subordinate recognizes
true problem

Voice and 7. Attempt to

action communicate solution

8. Leadership failure to

advice recognize the problem

Death of

patient 9. Failure Crash

THINKSTOCK

Full

Limited . L
Investigation

10. Response

References:
Syed, M. (2015). Black Box Thinking: the surprising truth about success. John Murray.
Flight 173: http://lessonslearned.faa.gov/ll_main.cfm?TablD=1&LLID=42
BBC Article: http://www.bbc.com/news/health-21829540
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Presentation Notes
Building a generic description of both the surgery and aviation example models.

1. Both the Pilot and Physician create a formal hierarchy.
2. Both engage in a routine procedure – 
	- non-emergency surgery 
	- routine landing after a cross country flight from Logan to Portland
3. Both experience some unexpected environmental condition – 
	- closed airway
	- cockpit landing gear warning light
4. Both leaders have impaired perception and intense focus
 	- clearing the airway
	- trouble-shooting the landing gear
5. Both have a change in external conditions
	- time passes, causing a crisis for oxygen
	- time passes, causing bingo fuel
6. Both have a subordinate that recognizes the root situation
	- nurse gets an emergency tracheotomy kit
	- flight engineer requests immediate landing
7. Both subordinates attempt to communicate
8. Both leaders fail to heed the subordinate’s advice
9. Both situations lead to failure
	- death of patient
	- crash landing and death of some passengers and the flight attendant
10. Both situations have a response
	- medical team does not investigate, husband pursues the situation for years
	- mishap board completes a full investigation


The Behavior Events for Each Scenario

POSTGRADUATE

NAVAL
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Surgery Scenario

Model Abstraction

Aircraft Mishap
Scenario

Condition of the
patient

Surgeon

Nurse

Surgery

Patient airway

Surgeon Perception

Nurse Perception

Nurse Speaking

Surgeon Processes
Nurse’s Voice

Next Action

Death or Survival

Environment
Leader

Subordinate

Routine
procedure

Problem state
Perception
Perception

Communication

Reception

Decision

Outcome state

Condition of the
aircraft

Pilot

Flight Engineer

Landing

Fuel state

Pilot Perception

Flight Engineer
Perception

Flight Engineer
Speaking

Pilot Processes Flight
Engineer’s Voice

Next Action

Mishap or Landing

Key
_ Root event
- establishes a hierarchy
_ Composite event
- contains sub-events
Atomic event
_ - contains no sub-events

WWW.NPS.EDU
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Presentation Notes
Root events: 	
	Leader, Subordinate(s), and Environment

A shared atomic event: 
	Routine Procedure

Composite events (more subordinate events not shown)
	Problem state of the environment
	Independent perception of both the Leader and Subordinate
	Communication attempt of the Subordinate
	Leadership context of whether to receive the communication by the subordinate
	Leader’s decision
	Outcome
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subordinate Hierarchy ! .
| Environmental
Procedure shared by Conditions

Routine

Rl participants within the Brocedure

environment

Individual perception Perception Perception Problem state
of the environment

Communication by the Communication
subordinate

Reception Result
Leader’s context

toward subordinate v

. . Decision Outcome state
Decision

Key Precedence and Inclusion Relationships are shown as
I Root event (establishes hierarchy) solid and dotted arrows, respectively.
I composite event (contains sub-events)

I Atomic event (contains no sub-events) The composite events consist of alternatives between
—————— » Inclusion relationship two events, one favorable and one not favorable (e.g.
» Precedence relationship either a problem exists or does not exist)

Note (not part of MP)

Execution of the model results in 128 possible event
traces or use cases.

12
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Presenter
Presentation Notes
Root events: 	
	Leader, Subordinate(s), and Environment

A shared atomic event: 
	Routine Procedure

Composite events (more subordinate events not shown)
	Problem state of the environment
	Independent perception of both the Leader and Subordinate
	Communication attempt of the Subordinate
	Leadership context of whether to receive the communication by the subordinate
	Leader’s decision
	Outcome
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The topology is constant for all traces

Additional semantics are needed to

Leader Subordinate Environment - 4 .
. . . ) . distinguish each of the use cases.
: \\\ : ’/,, :
: \sl + k’ :
| Routine :
! procedure N :
' I I | ' Recognize_environment: favorable;
A 4 A 4 . .
, ] Not_recognize environment: unfavorable;
Perception Perception Problem state £
Receive_input: favorable;
< Not_receive_input: unfavorable;
Communication Correct_decision: favorable;
~ Not_correct_decision: unfavorable;
Reception Communicate_observation: favorable;
Not_communicate_observation: unfavorable;
- = Problem: unfavorable;
Decision » Outcome state No—prob|em: fa\/orab|e;
Successful _outcome: favorable;
Failed_outcome: unfavorable;
L
Ja_nn\‘_
£
A fﬁ
Mdn
13
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Leader Subordinate Environment
; : - ; « Execution of the model produced all
oL LT possible traces or use cases
| Routine :
E procedure | » The scenario outlined at the beginning

v

of the presentation is identified as
Perception Perception Problem state

Template 9: Leader fails to consider the
subordinate input
Communication

Black textboxes are unfavorable

Gray textboxes are favorable

A 4

Decision q Outcome state

Template 9 (T9): Leader fails to consider subordinate input

14
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Possible Behaviors of the Model

| Leader | | Subordinate | Environment | | Leader | | Subordinate | Environment | | Leader | | Subordinate | Environment | | Leader | | Subordinate I Environment |
: h I e | : s I e | : h I e | : s I e |
. VU 2 . . MV . . M ¥ . . M ¥ .
1 Routine 1 1 Routine 1 1 Routine 1 1 Routine 1
rocedure rocedure rocedure rocedure
1 i N 1 1 AL N 1 1 i N 1 1 AL N 1
L 2 2 g L 2 N1 v A 42 v N1 v A 2 2 g
| | H | | Problem state Perceptio | | Perceptio P e ate
4 A A 4
v ‘ ‘ A 4 ¢
T1: Both leader and subordinate correctly perceive no T2: Both leader and subordinate perceive a real T3_: Subordinate perceives a problem, though none T4: Subordinate fails to perceive real problem
real problem problem exists
Leader | | Subordinate | | Environment | | Leader | | Subordinate | | Environment | | Leader | | Subordinate | | Environment | | Leader | | Subordinate | I Environment
T \\ T /,' T S T /,' T T \\ T /,' T T S T /,' T
: VUL : : N v i : : VUL : : VUL 2 '
1 Routine 1 1 Routine 1 1 Routine 1 1 Routine 1
rocedure rocedure rocedure rocedure
1 AL N, 1 1 AP N, 1 1 AL N, 1 1 AL N, 1
Y L 2 ) 2
= Perception Perception Proble e Perception Perceptio Perception Perceptio Proble e
v ‘ ‘ v *
T5: Leader perceives a problem, though none exists T6: Leader trusts subordinate perception T7: Incorrect perception, but no problem exists T8: Incorrect perception, but correct decision and action
| Leader | | Subordinate | Environment | | Leader | | Subordinate | Environment | | Leader | | Subordinate | Environment | | Leader | | Subordinate I Environment
T S T /,' T T AN T /,' T T AN T /,' T T AN I /,' T
: VU 2 : : M ¥k : : MV ok : : MV :
1 Routine 1 1 Routine 1 1 Routine 1 1 Routine 1
rocedure rocedure rocedure rocedure
1 A N, 1 1 AL N, 1 1 A N, 1 1 P N, 1
- Perception Problem state Perception Problem state Perception Perception Problem state Perception Perception Problem state
A Communication Communication
|
Iy I
[ T Reception Reception Reception Reception
‘ "" ) Decision Outcome state Decision Outcome state Decision Outcome state Decision Outcome state
¥ ’y 7 N . y
T9: Leader fails to consider subordinate input T10: Subordinate fails to communicate problem T10: Legde;_and Subordinate(s) are wrong with T12: Everything unfavorable
communication

WWW.NPS EDU 15
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=
il
c ©
S g 2
- S € o
f= © = Pl
[7) > o Q
€ o ) ‘§ ol
5 2 £ cl5]|5§ ]
Event type Event name = 5 | © S 9l a Ol ¢ ®
> o2 o () g = 0| E| 2| |2
< 5 @ = | g = c | 3 N e c
o 2| |S9lg|w|m|B|E|[Z]|° |c|olZ|8|:z
= | & c ol g|lele|nla| < & 2| 9| E
S|8|IS|TlclBlels|cs| o]l g|la|wl3l€e
2lg|glele|lg|e| 2|2 6|elElg|5|ele|¢glals
TR Il I I I s 2883|582
5181 8|8(85|28|5|ele|5|3|elsleldls|s
Sle|le|z|a|dS|3|S|S|&|z|o|a|la|l=z[z|[&8]|=
FROM \ TO (row\column): 112 |3|4|5(6|7|8|9|10|11]|12|13|14|15|16(17(18|19|20|21|22
ROOT 1
ROOT 2
ROOT 3
COMPOSITE Perception| 4 10 12
COMPOSITE Recognize_environment| 5
COMPOSITE Reception| 6 8 12
COMPOSITE Receive_input| 7
COMPOSITE Decision| 8 8
COMPOSITE Correct_decision| 9
COMPOSITE Subordinate] 10
COMPOSITE Communication| 11
COMPOSITE Communicate_observation| 12
COMPOSITE Problem_state| 13
COMPOSITE No_problem| 14
COMPOSITE Outcome_state| 15 | 4 |
COMPOSITE Successful_outcome| 16
COMPOSITE Problem| 17
COMPOSITE Not_recognize_environment| 18
COMPOSITE Not_receive_input| 19
e L) COMPOSITE Incorrect_decision| 20
' COMPOSITE Failed_outcome| 21
I—I-—1 \1 COMPOSITE Not_communicate_observation| 22
inn ATOM 23
B an ATOM 24
r‘ s/ ATOM 25
Key:
Fewest Interactions 16

Most Interactions

Approved for Public Release
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				Event type		 Event name				Leader		Subordinates		Environment		Perception		Recognize_environment		Reception		Receive_input		Decision		Correct_decision		Action		Correct_action		Subordinate		Communication		Communicate_observation		Problem_state		No_problem		Outcome_state		Successful_outcome		Problem		Not_recognize_environment		Not_receive_input		Not_correct_decision		Not_correct_action		Failed_outcome		Not_communicate_observation		Routine_procedure		Se		favorable		Rx		De		Ac		Tx		unfavorable		nSe		nRx		nDe		nAc		nTx

				FROM \ TO (row\column):						1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		32		33		34		35		36		37		38

				ROOT		Leader		1		 		 		 		12		 		12		 		12		 		12		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		12		 		 		 		 		 		 		 		 		 		 		 		 

				ROOT		Subordinates		2		 		 		 		 		 		 		 		 		 		 		 		12		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				ROOT		Environment		3		 		 		 		 		 		 		 		 		 		 		 		 		 		 		12		 		12		 		 		 		 		 		 		 		 		12		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Perception		4		 		 		 		 		10		12		 		 		 		 		 		 		12		 		 		 		 		 		 		14		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Recognize_environment		5		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		10		10		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Reception		6		 		 		 		 		 		 		8		12		 		 		 		 		 		 		 		 		 		 		 		 		4		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Receive_input		7		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		8		8		 		 		 		 		 		 		 		 		 

				COMPOSITE		Decision		8		 		 		 		 		 		 		 		 		8		12		 		 		 		 		 		 		 		 		 		 		 		4		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Correct_decision		9		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		8		 		8		 		 		 		 		 		 		 		 

				COMPOSITE		Action		10		 		 		 		 		 		 		 		 		 		 		8		 		 		 		 		 		12		 		 		 		 		 		4		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Correct_action		11		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		8		 		 		8		 		 		 		 		 		 		 

				COMPOSITE		Subordinate		12		 		 		 		12		 		 		 		 		 		 		 		 		12		 		 		 		 		 		 		 		 		 		 		 		 		12		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Communication		13		 		 		 		 		 		 		 		 		 		 		 		 		 		10		 		 		 		 		 		 		 		 		 		 		2		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Communicate_observation		14		 		 		 		 		 		10		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		10		 		 		 		10		 		 		 		 		 		 

				COMPOSITE		Problem_state		15		 		 		 		24		 		 		 		 		 		 		 		 		 		 		 		4		12		 		8		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		No_problem		16		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		4		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Outcome_state		17		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		8		 		 		 		 		 		4		 		 		 		 		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Successful_outcome		18		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		8		 		 		 		 		 		 		 		 		 		 

				COMPOSITE		Problem		19		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		8		 		 		 		 		 

				COMPOSITE		Not_recognize_environment		20		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		 		14		14		 		 		 		 
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* A model developer has interest in controlling the behaviors of
the system of interest
— Desired behaviors need to be prominent
— Undesired behaviors need to be identified, then constrained or eliminated

|« Constraints form conditional probabilities and can be described

within a Bayesian belief network

« Determining the probability of a particular sequence of events
(use case) of a Behavior model can help the developer to gauge
the effectiveness of the system.
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Presenter
Presentation Notes
Motivation for developing a way to calculate the probability of any trace within a behavior model is to be able to ensure that the effectiveness of the system can meet expectations of the end-user.

Desired events need to be prominent.  And stochastic properties can identify how prominent they are (e.g. probability of success)



o Applying the Approach to the Cross

POSTGRADUATE

A\

" scooL Domain Problem

| Sa o | « The Monterey Phoenix model
e ] Routine 1
| | | topology creates the structure
' ' for the Bayesian belief
Problem state network

« Additional relationship is
J shown for one of the

: constraints of the model.

The constraints establish
P{aslul Pf“f'ﬂ” 5) Plex) explicit cases for conditional
probability.
Plen|ai, dm) F
e P(dm|bj)
P(felai, b, en) >é P(gqlex, fr) 18
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Presenter
Presentation Notes
This slid shows the transition from the MP model to a Bayes model.

Since the MP model is a directed graph, most of the relationships are directly shown from the precedence relationships.  One of the constraints adds a line to the belief network.


( P , NAVAL
\
rﬁ -7

s POSTGRADUATE
N\  SCHOOL

Constraints

7 | IogLaI I—\
Constraint 1:If no problem exists, (k=1), then have a
successful outcome (g=1).
P=1lk=1)=1;P(q=2]k=1)=0
\ —

logical
(Constraint 2: If the subordinate makes no

communication (m = 2), then leader does not receive
communication (n=2).
\P(n:2|m:2):1;P(n:1|m:2):0
simplification —\
Constraint 3: If leader correctly perceives the
environment,(i=1), and receives no input from the
subordinate,(n=2), then the leader makes a correct
decision (p=1).
Pp=1]i=1,n=2)=1,P(p=2|i=1,n=2)=0

Conditional probability listed
for each constraint

AN -
- simplification
Constraint 4: If the leader receives communication

(n=1), the leader makes a correct decision (p=1), and its
corollary..

P(dm|b;)

Pp=1|n=1)=1P(pP=2|n=1)=0;
| Pp=1|n=2)=0;P(p=2|n=2)=1

P |
\ definition

Pa=1|p=1)=1,P(q=2|p=1)=0;
Pa=1|p=2)=0;P(q=2|p=2)=1

>é P(galck, f»)

\_

‘L,”&W..\I]’S.EDU

Constraint 5: A correct decision, (p=1), leads to a
successful outcome (gq=1), and its corollary.
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Presentation Notes
This slide shows the conditional probability of each constraint.  

Being able to write these constraints in probability format enables the application of Bayes Theorem to the model.
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| Subordinate | | Environment

Leader | | Subordinate | | Environment
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T1: Both leader and subordinate correctly perceive no

T2: Both leader and subordinate perceive a real

T3: Subordinate perceives a problem, though none

T4: Subordinate fails to perceive real problem

real problem
Leade | I | [ ironment
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l L]
1
roceaure
1 / P \
L 2 &,
Perception | H |

- - ==

~plo0s

exists
Leade | [ Tuwironment

P = 0125
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12
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m e

| i=0

T5: Leader perceives a problem, though none exists

g
Psuccess = Z -Ptrace_'i = (.8125

B

Leadg | AT | [ vironment
1 o 1
! proceaure !
1 / \ 1
Perception Perceptio Proble e

+

— |

broblem exists

T6: Leader trusts su

T8: Incorrect perception, but correct decision and action

Perception

Reception

Decision Outcome state

T9: Leader fails to consider subordinate input

Perception Problem state

Communication

[REIET]]

Decision Outcome state

T10: Subordinate fails to communicate problem

Problem state

Perception

Perception

Reception

Decision Outcome state

T10: Leader and Subordinate(s) are wrong with
communication

Perception Perception Problem state

Communication

[REIET o]

Decision Outcome state

T12: Everything unfavorable
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from similarities between aviation and medical procedures.
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Schema
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29 */

31 SCHEMA failureModevl4
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Finished Compiling! Graphing 12 event traces...
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« Behavior modeling of a cross-domain problem
provides insight to decision events

 Patterns of behavior identified as templates

~ * Assertion checking finds all matches to the template,
- and marks the trace or use case for identification

 Stochastic properties applied to the MP model

o . Monterey Phoenix iIs available for anyone to use at
. https://firebird.nps.edu

22
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PoSToRADUATE Conclusions

~ « Behavior analysis helps the developer to derive
alternative paths of execution

— EXxposes the logic behind inherent within the model
— Enables insight to the fundamental nature of the system

 Once the logical level is established, more detailed
| levels of performance can be investigated

283
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Questions?
e Discussion?
Contact information:

John Quartuccio
Jjquartu@nps.edu
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Behaviors of the Leader

Routine
procedure

Perception

Reception

Decision Q

Recognize_environment s favorable

Not_recognize_environment alle unfavorable

Receive_input il s favorable

Not_receive_input e unfavorable

Correct_decision s favorable

Not_correct_decision el unfavorable

Key

I Root event (establishes hierarchy)
I composite event (contains sub-events)
N Atomic event (contains no sub-events)

» Inclusion relationship

» Precedence relationship
Note (not part of MP)

27
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=R rostomouT: Event Behaviors of the Leader

Root event Atomic event
« established hierarchy * no subordinate events

Composite events
/  have subordinate events

ROOT Leader: 4
Routine_procedure

Order Perception

Reception

e events listed in 1 Decision
sequence order

Perception:

] ) —
( Recognize_environment

Mot recognize environment )

: Alternatives
{ Receive_ input ] ® SeparatEd by the “pipe”

| Mot _receive input )

: character, meaning “or”

Decision:

Reception:

( Correct_decision
| Incorrect_decision }

28
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/4 SCHOOL

Subordinate

Routine

procedure

I
I

-

I

I

I

:— Perception

I

I

I

I

I

I o

- Communication Q

Recognize_environment s favorable

Not_recognize_environment alle unfavorable

Communicate_observation il s favorable

Not_communicate_observation e unfavorable

Key
I Root event (establishes hierarchy)
I composite event (contains sub-events)
N Atomic event (contains no sub-events)
—————— » Inclusion relationship
» Precedence relationship

Note (not part of MP)

WWW.NPS.EDU
Approved for Public Release




NAVAL

oawou: — EV/ENT Behaviors of the Subordinate

One or many Subordinate events
* indicated by the “plus” character
» determined by scope of execution

* Perception defined

ROOT Subordinates: {+ Subordinate +} previously still holds
3
Subordinate:
Routine_procedure
Perception
Communication

2

Communication:
( Communicate_observation
| Not_communicate_observation )

30

WWW.NPS.EDU
Approved for Public Release




NAVAL

savwouse E\V/E@NT Behaviors of the Environment

/4 SCHOOL

Routine

procedure

Problem_state Q
Outcome_state Q

No_problem s favorable

Problem Bl unfavorable

Succesful_outcome il s favorable

[ e

Failed_outcome e unfavorable

Key
I Root event (establishes hierarchy)
I composite event (contains sub-events)
N Atomic event (contains no sub-events)
—————— » Inclusion relationship
» Precedence relationship

Note (not part of MP)
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osenoue E\/@Nt Behaviors of the Environment

ROOT Environment:
Routine procedure
Problem_state
Jutcome_state

J

Problem_state:
( No_problem

T Prablem )
3
E—
Outcome_state:
B { Successful outcome
| Failed outcome ]
3 —

32
WWW.NPS.EDU
Approved for Public Release




NAVAL
POSTGRADUATE
SCHOOL

_, -/

T T

Interaction 1: Shared inclusion relationship
of the Routine_procedure among the
Leader, Subordinate, and Environment

\§
f
Interaction 2: Subordinate communication

precedes Leader receipt of communication

\.

4

Interaction 3: A Decision by the Leader
precedes an Outcome in the Environment

B ;.: \
308
.| Interaction 4: The Problem State precedes

the Perception of both the Leader and
Subordinate

.'If \

Coordination — Interaction Across Events

Subordinate

Routine
procedure

Communication

Leadership
context

*
------------------------------------------------------------------------------------------------

33
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r-f osovoue COOrdination — Interaction Across Events

SCHOOL

Interaction 1: Shared procedure

{::f”lntE’acticn 1: Sharing the routine_procedure among all roots *)
Lgaaer, Environment, Subordinates SHARE ALL Routine procedure; ,ir]tearéi(:ti()r] 22: l_(;Ei(jEEr r(g(:egir)t ()f ir]F)th (jE;F)E;r](jE;‘\
/****Interaction 2: Comunication by the subor dma*eiw on communication by the Subordinate, as in

ieade rship interpretation of that communication */ . :
speaking precedes hearing )

JEE]

COORDINATE
fa: Reception FROM Leader
D0 COORDINATE

3h: Taﬁzzn;giﬁniggi?zﬁiz:matMW Interaction 3: A Decision Leads to an Outcome
DO ADD %b PRECEDES %a; 0D
.HHJDDJ r : N
L Interaction 4: The Problem State precedes the

(*¥**¥*Tnteraction 3: A decision leads an outcome */ ) s
Perception of both the Leader and Subordinate |

J*E ....'
COORDINATE %a: Decision FROM Leader,
$b: Outcome_state FROM Environment
D0 ADD $a PRECEDES %b; OD;
JEE [

}” " Interaction 4: The problem state precedes the perception®/ |r]t€3rii(3ti()r155 aCross EE\/EET]tSS are (jEEfir]EECj

.Iu' *k .Iu'

COORDINATE b problen state FROH Enviroment, separately from the event behaviors,
.. DO ADD 3 PRECEDES Sy OD; listed on the previous slides.

CDORDINATE §x: Problem_state FROM Envircnment
00 COORDINATE
fy: Perception FROM Subordinates

Kia 520 AOD $x PRECEDES $y; 0; Separating these descriptions affords
' J great flexibility to the model developer.

'a“\
i
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Logical consistency
— A correct model needs to restrict illogical behavior
— Asan example, If a message is not sent, then it cannot be received, or
If a car dos not exist, then | cannot drive it.
Simplification
— Simplification may be applied to improve clarity and encourage the developer’s focus on key
events
— As an example, If a leader receives input, then always have a correct decision

— This results in fewer use cases to analyze
Design
— Design requirements may be built to eliminate unwanted behaviors
— As an example, If an aircraft is out of fuel, then make the nearest safe landing, ignoring less
critical tasks.
— This example may use automation to achieve the desired result.
Definition
— Definition of a particular series of events
— Asan example, If a leader makes a correct decision, then always have a successful outcome

WWW.NPS.EDU
Approved for Public Release



Presenter
Presentation Notes
Three types of constraints are shown.

Examples are also listed


NAVAL

POSTGRADUATE
SCHOOL

Constraints

Leader Subordinate Environment
1 RN I - !

Routine
procedure

logical

Constraint 1: If there is no problem in the
Environment, then have a successful outcome

logical —

‘Constraint 2: If all Subordinates do not
.communicate, then the Leader has no input

simplification
‘Constraint 3: If the Leader recognizes the

Environment and does not receive input, then
the Leader makes a correct decision y

simplification
(Constramt 4: If the Leader recelves input, then
he Leader makes a correct decision, and If the

Decision

Leader does not receive input, then the Leader
Outcome state makes an incorrect decision
definition

| These constraints reduce the
.| number of possible traces or use
- cases from 128 to 12.

Constraint 5: If the Leader makes a correct
decision, then have a successful outcome and
If the Leader makes an incorrect decision, then
have a failed outcome

i
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SCHOOL

then always have a success*/ &
..'::::' -

ENSURE (#io_problen FROM Environment == 1 -> | Environment, then have a successful outcome

#5uccessful_outcome FROM Environment == 1);

‘ logical T
/****Cgnstraint 1: If there is no E'cblen' in the environment, (Constra”’]t 1 If there |S no prOI ilem N ”ie

pr® |
#***Constraint 2: If all subordinates dc nc*’ ccn'n'unica*’e, |Oglca| ‘ )\

then the leader receives no input*/ Constramtz If all Subordinates do not

ENSURE (#lot_ ca‘r'runlcate observation FROM Subor dlnate - #5ubordinate == @ -»

#hict_recelve_input FROW Leader == 1); .communicate, then the Leader has no input
[****Canstraint 3: {ZCEEE{EEEEEMZ:CE::: :hjcfrj:i;czzj*-:iz:iidces not Slmpllflcatlon
flee o e ) e ) L Constramt 3: If the Leader recognizes the

ECCgI"I.L Ze_| EI"I'u‘l cnmen eader WOT_recelve_1nput == -
1o, Worrectdecision = 1); < Environment and does not receive input, then
[****Constraint 4: Hc; -PEEiUi,nElarl,iEPUt leads to an incorrect decision, \the Leader makes a CorreCt deC|S|0n y
o : simplification
R e rraet ecieon RN Leader 2= 1); (Constramt 4: If the Leader receives input, then
ENSURE (#Hc;f;ng{:EEiQEEESEEgNFéggdf;a;:}:jn. . the Leader makes a correct decision, and If the

“*Constraint 5: A correct decision leads to a successful ocutcome, . ..
makes an incorrect decision

and its corollary */

t_eader does not receive input, then the Leader

iENSiJRE (#Correct_decision FROM Leader == 1 -» .
#Successtul_outcome FROM Environment ==1); definition
ENSURE (#Incorrect_decision FROM Leade ==1 -»

ﬁi Frtledoncome RO nviroment )y ¥~ Constraint 5: If the Leader makes a correct
decision, then have a successful outcome and

: Tl'hese constraints reduce the If the Leader makes an incorrect decision, then
: ) have a failed outcome

{ number of possible traces or use

cases from 128 to 12.
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SCHOOL

ETTEETTTTITILIEY P T T T T T I T T T T T T T TTTTTITT]

J*=***Check for Template 1 (T1): Both leader and subo

no real problem *****

[F ExISTS DISI _ Assertion CheCking:

/* from leader +/ An automated search for each of
3L3: favorable FROW Leader twelve templates is conducted

o ;;E?FgézgﬁsglngRDM Subordinates, (iljrlr]gz EB)(EB(:LJtICJr]'

$52: favorable FROM Subordinates,

/* from environment */ .
S5 fovoreble mROM Srvironnents Template 1 is shown, where all
( - alternatives are favorable.
lliﬁ[a}der" CONTAINS %L1
%L1 BEFORE 3L2
AND

s> BEFORE 5.3 Mark/Say command provides a text

AND

%=1 BEFORE 352 statement.

$52 BEFORE $L2
AND
4E1 BEFORE $E2

AND
5.3 BEFORE $E2

)

THEN MARK; SAY("T1l: Both leader and subordinate see no problem™); FI;

38
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rooRcRADATE Other Patterns

SCHOOL

~ « Prior patterns were demonstrated for the entire
- system function

~ « Segments of the system function also show patterns:
— Observe, Orient, Decide, Act (OODA) Loop

Perception . Compilation . Decision . Action

Observe Orient Decide

— Cooperative OODA Loop
D

Transmission Reception . Decision . Action

»

k -

’aa Observe Orient Decide Act

Perception

39
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