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» Stakeholders desire their designed systems to
exhibit “positive” emergent behaviors, and to
suppress or exclude “negative” emergent
behaviors

| » How do we know what behaviors need to be
_, suppressed or excluded from the design, before
- they actually emerge?
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- How do we “steer” behaviors in
our complex systems?
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“prune” objectionable behaviors
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leave behind only the desired behaviors 11
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Positive emergence
~Is what remains after thoroughly

exposing and removing
Negative emergence.

How do we do that?
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omeweu] . Separate behaviors and interactions

Authentication

User

System

Provide credentials

Re-enter

Verify credentials

invalid

&

Deny access

credentials

Access system

\

( Grant access

User Behaviors System Behaviors

CR—

® ®

Provide credentials

Verify credentials

Iinvalid

invalid

=
N
Re-enter

credentials Deny access

W

Access system Grant access

Interaction Constraints
“Provide credentials” from the User precedes “Verify credentials” from the System
“Deny access” from the System precedes “Re-enter credentials” from the User
“Grant access” from the System precedes “Access system” from the User
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User Behaviors System Behaviors

H[Provlde crede ntlals (Verifv credentials ]

invalldé imlidx
\ > " =
Re-enter
credentials Deny access
[ Access system ] [ Grant access ]
[ Walk away ] [Terr'ninate Session]

®

Interaction Constraints
*  “Provide credentials” from the User precedes “Verify credentials” from the System
* “Deny access” from the System precedes “Re-enter credentials” from the User
* “Grant access” from the System precedes “Access system” from the User
«  “Walk away” from the User precedes “Terminate session” from the System
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Re-enter

credentials
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Access A Model for Simple Authentication

system i
invalid creds lﬁhj 5 created bg K.Giammarco on @5/16/2017
msg ' g modified by K.Giommarco on @8/@7/2017 for copitalization of state events
8
9

Provide

3 credentials 3

INAS
|

| e o o 0 00 0 0 0 e o

-

modified by K.Glammarco on B88/07/2017 for ENSURE constraints

daSlI‘!ls.fOrard T o 0 O o o o ol o o o o0 O o o oo o e o o o ol o o oo o o o o
invalid

r Deny Access ———————— 11 SCHEMA Authentication
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pystem y = Verify
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b . \ 17 ROOT User: Provide_credentials
valid 18 (* CREDS_INVALID Reenter_credentials *)
iy | 19 [ CREDS_VALID Access_system 1;
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22  SYSTEM BEHAVIORS

23 mmmmmmmm e ————— /

24

25 ROOT System: \l’er'i'FE credentials

2b + REDS_INVALID Deny_access |
27 CREDS_VALID Grant_access ) +)
28 [ Lock_account ]

29 :

30

B 0 o i i

g% INTERACTION CDNSTP.AINTS

34

gg User, System SHARE ALL CREDS_VALID, CREDS_INVALID;
37 COORDINATE iu: Provide_credentials FROM User,

38 b: Verify_credentials FROM System
23 DO ADD $a PRECEDES $h; 0OD;

41 COORDINATE 2 : Deny_access FROM System,
42 b: Reenter_ cr'edentluls FROM User
ﬁ DO ADD $a PRECEDES $b;

45 COORDINATE 3a: Graont_access FROM System,
46 b: Access_sgstem FROM User

445 DO ADD $a PRECEDES 3b; 0OD;

E_I'-g ENSURE #CREDS_INVALID <= 3;

g% ENSURE #Deny_access »= 3 <-»> #lock_account = 1;
2.5; ENSURE #Grant_access »= 1 -»> #lock_account = @;
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1. Human specifies system 2. Machine generates SoS 3. Human conducts V&V on the
behaviors and interactions scenarios from the specification automatically generated scenarios

i SCHEMA Authentication

ettt User
USER BEHAVIORS

ROOT User: Provide_credentials )
(* CREDS_INVALID Reenter_credentials *)

[ CREDS_VALID Access_system ]

Provide, - Verify credentials
dential
MONTEREY PHOENIX cecantes
BEHAVIOR MODELING "CREDS INVALID

ROOT System: VerifEEcredentiuls

+ C EDS_INVALID Deny_access |
CREDS_VALID Grant_access ) +)
[ Lock_account
' O Reenter '-_ ’.' ’ Deny access
S mmmmmmm e e e e credentials

AP = S0 00 =) SN = LU P =2 @0 00 ~J UM P L P = F

User, System SHARE ALL CREDS_VALID, CREDS_INVALID; CREDS INVALID

COORDINATE ia: Provide_credentials FROM User,
b: Verify_credentials FROM System
DO ADD $a PRECEDES $b; OD;

*/

Reenter \ ' Deny access
#1 COORDINATE $a: Deny_access FROM System, e
;b: Reeﬁter‘_credentiuls FROM User crede,nhals
DO ADD $a PRECEDES 3b; OD;
COORDINATE %ao: Grant_aoccess FROM System,
; ccess_system FROM User CREDS INVALID

b: A
DO ADD $a PRECEDES $b; 0D;
ENSURE #CREDS_INVALID <= 3;

ENSURE #Deny_access »= 3 <-> #lLock_account == 1; Reenter Deny access

credentials

ENSURE #Grant_access »= 1 -> #Lock_account == @;

~ Without interaction constraints: 224 scenarios at scope 3

With interaction constraints: 6 scenarios at scope 3
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manaae large models
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* These concepts were distilled from modeling
with Monterey Phoenix (firebird.nps.edu)

-« Experiment with using these concepts in other
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behavior modeling languages (e.g., SysML,
LML)

« Use MP to expose and prune away negative
emergence in behavior models
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Questions?

Monterey Phoenix and Related Work:

https://wiki.nps.edu/display/mp

firebird.nps.edu
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