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e Systems of Systems
e Case study

* Modelling

* Analysis

 Conclusions and future work

Bryans J, Fitzgerald J, Payne R, Kristensen K., 2014. Maintaining Emergence in Systems of Systems Integration: a
Contractual Approach using SysML. In: INCOSE International Symposium (1S2014).2014, Las Vegas, Nevada.
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Our Research ... R University

Design technology (foundations,
methods, tools) for:

e Systems of Systems (SoS)
e Cyber-Physical Systems (CPS)
We focus on model-based design:

* Models as a basis for
collaborative development

 Machine-assisted analysis of
models as a means of managing
development risk

"HVAC Ventilation Exhaust" by PictorialEvidence - Own work. Licensed under CC BY-SA 3.0 via Wikimedia Commons -
http://commons.wikimedia.org/wiki/File:HVAC_Ventilation_Exhaust.j pg#media/File:HVAC_Ventilation Exhaust.jpg
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Systems of Systems R University

 Operational & Managerial
Independence of Constituent
Systems

— Constituent systems evolve
independently

* Complexny of Audio/Video (Bang & Olufsen)
confirming/refuting SoS-level Independent networks, devices, content
properties services. Ensure a consistent “SoS experience

— Verification of emergence Emergency Response (Insiel)
T Independent services, seen as one system by

* Semantic heterogeneity LR “end user”.

(integrating models)

— Wide range of interacting
features in models (e.g. location,
time, concurrency, data,
communication)
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COMPASS Technology

(«Fault Activation Viewn {faultsOfinterest = Complete Failure of the Radio System)|
Initiate Rescue Fault Activation [Fault 1]

CC: Call Centre Radio System ERU1:ERU

SysML modelling

» Guidelines for Requirements,
Architecture, Integration

» SoS Modelling profiles, e.g.
Fault-Error-Failure

* Architectural patterns and
extensible frameworks
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COMPASS Technology

(«Fault Activation Viewn {faultsOfinterest = Complete Failure of the Radio System)|

Ifate Rescue Faut Actvtion [Faut 1] actions
0 Cal Cente Redio Sysem ERUT-ERU MERGE1 (r) =
(dcl e: set of ERUId @ e :=findldleERUs();
(do

e = {}-> DECISIONZ2(r)
Ie < {}->
(decle1: ERUId @ el :=
allocateldleERU(e, r); MERGE2(e1, r))
end)) ...
process InitiateRescue = CallCentreProc
[| SEND_CHANNELS |] RadioSystemProc
[| RCV_CHANNELS |] ERUsProc

Target not atended

SysML modelling Formal Modelling Language
» Guidelines for Requirements, * CML allows representation of
Architecture, Integration behavioural semantics of the SoS
» S0S Modelling profiles, e.g. » Supports contract specification
Fault-Error-Failure * Describes functionality, object-
* Architectural patterns and orientation, concurrency, real-time,
extensible frameworks mobility.

» Can be extended to new paradigms

July 2015 SoSCIE Webinar 8



Newcastle

COMPASS Technology R University

(«Fault Activation Viewn {faultsOfinterest = Complete Failure of the Radio System)|

1
Ifate Rescue Faut Actvtion [Faut 1] actions
CC: Call Centre Radio System ERU1:ERU MERG E1 (r) =
(dcl e: set of ERUId @ e := findIdleERUs(); O >
| (do
o e = {}-> DECISIONZ2(r)

U ETANEST B “ |
, . , - e<>{}->
Rt (dcle1: ERUId @ e1 := O/O

allocateldleERU(e, r); MERGE2(e1, r))

end)) ...
process InitiateRescue = CallCentreProc (SOS || STOP) [= JE(SOS)
[| SEND_CHANNELS |] RadioSystemProc

[| RCV_CHANNELS || ERUsProc vim phOiL

SysML modelling Formal Modelling Language | | Tool-supported
+ Guidelines for Requirements, » CML allows representation of Analysis
Architecture, Integration behavioural semantics of the SoS « Model-checker
» S0S Modelling profiles, e.g. » Supports contract specification - Automated proof
Fault-Error-Failure * Describes functionality, object- - Test generation
* Architectural patterns and orientation, concurrency, real-time, « Simulation
extensible frameworks mobility. « Model-in-Loop Test
» Can be extended to new paradigms - Exploration of design space

July 2015 SoSCIE Webinar 9
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AV SoS Case Study R University

e (CSs are heterogeneous and may evolve (through software
or firmware upgrades)

* New CSs may be integrated into SoS at any time

* (CSs may be legacy or non-B&0O systems

July 2015 SoSCIE Webinar 11
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AV SoS Case Study R University

* Challenge: verifying emergence — can a single
“leader” be established to maintain global
clock, SoS architecture, streaming details, ...?
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Why Contracts May Help R University

* So0Ss present significant challenges

— Bound behavioursthat can be relied upon without over-
constraining them

— Promote desirable and limit undesirable emergent behaviours
e Contractual description of CSs

— Contractis a description of the “minimum” behaviour thata
CS must exhibitin orderto be part of an SoS

— CSs free to choose the way in which they meet these
contracts

— Freeto adhereto other contracts

 We present a definition of a contract as a SysML pattern

July 2015 SoSCIE Webinar 14
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The Contract Pattern R University

* Collection of viewpoints for modelling and defining
the contracts of a SoS

* Defined using SysML and implemented as a SysML
profile

* Use a modelling framework for defining patterns:

— Pattern is a set of related viewpoints; each with an
identified context, syntax (permitted modelling
elements), and constraining rules.

* Notation agnostic

— Views defined in any notation

July 2015 SoSCIE Webinar 15
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Contract Pattern - Ontology

odv Ontology Definition View [Contracts Concepts]J

* *

SoS Contractual SoS

conforms to
1.% 1

is composed of v
is composed of v

2. *  conforms tome « 2.
Constituent System Contract *
1 1 T4l 1T 1 is composed of =
has v
ownsk tE@OW”S
* State Variable
* Port 1.7
has V is constrained by V
1 1.%
* State Invariant
- exposes V
--dis connected to
1.* has V Operation
Interface precondition : Expression
postcondition : Expression
1 has V .
1.
Protocol

-lis connected to
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1.% 1

is composed of v
s composed of v

2. «  conforms to e * 2.
Constituent System Contract
T T T is composed of -
has v
owns e -=owns
* State Variable
N Port 1.5 .
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1 1.%
* State Invariant
- exposes V
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1.* has v X Operation

Interface

1 has V 1 *
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Contract Pattern - Ontology

odv Ontology Definition View [Contracts Concepts]J

SoS * * Contractual SoS
conforms to
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is composed of v
is composed of v

2. *  conforms tome « 2.
Constituent System Contract *
1 1 J4] 4] 4 is composed of e
has V
* State Variable
* Port 1.7 . .
has V is constrained by “
1 1% .
* State Invariant
- exposes V
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1.* has v Operation

Interface

1 has V 1 *

-lis connected to

precondition : Expression
postcondition : Expression

Protocol

July 2015 SoSCIE Webinar 19



Newcastle

Contract Pattern - Views R University
Name Overview
Contractual SoS Identifies the contracts which comprise the
Definition Contractual SoS
Contract Denotes the contracts each CS conforms to
Conformance
Contract Shows connectionsand interfaces between
Connections contracts
Contract Definition Defines operations, state variables and state

invariants of a contract

Contract Protocol Protocol specification of a contract

July 2015 SoSCIE Webinar 20



Contract Pattern — Viewpoint
Relationships

Newcastle
University

vrv Viewpoint Relationship View [Contract Viewpoint Relationships]J

states conformance of constituents and SoS to elements identified in—
1

Contract Conformance Viewpoint

Contract Connections Viewpoint 1

defines connections between contracts identified inhs—

1 1
Contractual SoS Definition Viewpoint

1 1

defines contracts identified inBs—
1.%

Contract Definition Viewpoint

1
constrain ordering of operations defined in A

1
Contract Protocol Viewpoint 4

defines protocol for contract identified inB

July 2015 SoSCIE Webinar 21



Contract Pattern — Viewpoint @5 Newcastle
- ags University
Definition

e Define the model elements on a view and their
relationships

* Consistent with ontology

vdv Viewpoint Definition View [Contractual SoS Definition Viewpoint]J vdv Viewpoint Definition View [Contract Definition ViewPOi"‘]J vdv Viewpoint Definition View [Contract Protocol Viewpoint]J

Contract Definition Viewpoint|

1

Contract Protocol Viewpoint|
’Contractual SoS Definition Viewpoint| P ‘

1
1 1

<dhas 1 Contract 1 hashe A state

—————— use operations

B B * * 1 and attributes
1 State Variable I&I . from contract)
has ‘

| 1.

* vdv Viewpoint Definition View [Contract C: V|ewpo|n|]J is constrained by V vdv Viewpoint Definition View [Contract Conformance Viewpoint]

l Contract Conformance Viewpoint

oS | S|
Constituent System State Invariant

1

1

afjis composed of » Contractual SoS 1 is composed ofme

conforms to e

1.%
is composed of V is composed of
1. 1.0 * * * *
1 Interface 5 2. 2. 2. 2.
Constituent System | . Contract
- conforms tome
~=jis connected to ~is connected to
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Case Study Revisited R University

 Based on a Bang & Olufsen (B&O) home Audio Visual
(AV) network linking multiple AV devices.

- (b_
&=, - ~
R

¢

* Challenge: verifying emergence — can a single “leader”
be established to maintain global clock, SoS architecture,
streaming details, ...?

July 2015 SoSCIE Webinar 23
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Requirements Definition B8 University

rdv B&O Partial RequirementsJ

«requirement»
B&O User Experience

P

{incomplete}

«requirement» «requirement» «requirement»
Availability and consistency of the system configuration Audio/visual streaming Remotely-located content-browsing

July 2015

id# id# id#
R1 R2 R3
txt txt ixt
CSs may join or leave the network at any time and a

consistent experience is provided.

The SoS must support audio and visual data streaming
from one source device to one or more target devices

The SoS must support browsing of
remotely-located media content

i

«requirement»
Identification of a single leader in SoS

«requirement»

id#
R1.1

Constituent system integration

R1.2

txt
The SoS must identify a single
leader in the network.

id#

txt

New constituent systems must be
able to join the SoS at any point.

i

«requirement»
White-box integration

id#
R1.2.1

txt
Constituent systems developed by
B&O must be able to join the SoS.

«requirement»
Grey-box integration

id#
R1.2.2

txt
Some constituent systems not developed
by B&O must be able to join the SoS.

SoSCIE Webinar
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Requirements Definition B8 University

rdv B&O Partial RequirementsJ

«requirement»

B&O User Experience {incomplete}
«requirement» «requirement» «requirement»

Availability and consistency of the system configuration Audio/visual streaming Remotely-located content-browsing

id# id# id#
R1 R2 R3

txt txt txt
CSs may join or leave the network at any time and a The SoS must support audio and visual data streaming | | The SoS must support browsing of

_'m' T device to one or more target devices remotely-located media content

«requirement» I
Identification of a single leader in SoSI woquirementy
ituent system integration

id#
R1.1 w

nstituent systems must be

txt oin the SoS at any point.
The SoS must identify a single i |
leader in the network. «requirementy
Grey-box integration
id#
R1.2.1 R1.2.2
txt txt
Constituent systems developed by Some constituent systems not developed
B&O must be able to join the SoS. by B&O must be able to join the SoS.
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Contractual SoS Definition View University

«Contractual SoS Definition View»
csdv AV SoS Contracts

«block»
«Contractual SoS»
AV Contractual SoS

!

1.% 1
«block» «block»
«Contract» «Contract»
AV Device Transport Layer
1
1 1
«block» «block»
«Contract» «Contract»
LE Device Streaming Device
1
«block»
«Contract»

Browsing Device

July 2015 SoSCIE Webinar 26
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Contract Conformance View University

«Contract Conformance View»
ccv AV SoS Constructs
«block» «block»
f T
«SoS» | (:anfrini 2»7> «Contractual SoS»
AV SoS AV Contractual SoS
1
1 1 1 1
«block» «block» «block» «block»
«Constituent System» «Constituent System» «Constituent System» «Constituent System»
TV Network Hifi Content Provider
T T T T
: : «conformsTox» : :
[ V [ [
[ «block» [ I
[ «Contract» [ [
I «conformsTo» Transport Layer I «conformsTo» I «conformsTo»
[ [ [
[ [ [
: «block» : :
77777777 = «Contract» < - - - - - - - = =
AV Device
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Contract Conformance View R University

«Contract Conformance View»
ccv AV SoS Constructs

«block»
«SoS»

AV SoS

«conformsTo»

———————— >

«block»
«Contractual SoS»
AV Contractual SoS

1

1

1

1

«block»
«Constituent System»

«block»
«Constituent System»
Network

«block»

Hifi

«Constituent System»

«block»
«Constituent System»
Content Provider

T
l«conformsTo»

V

«block»
«Contract»
Transport Layer

«block»
«Contract»
AV Device

July 2015
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«Contract Conformance View»
ccv AV SoS Constructs

«block» «block»
«conformsTo»
«SoS» «Contractual SoS»

AV SoS AV Contractual SoS

1 1 1 1

«block» «block» «block» «block»
«Constituent System» «Constituent System» «Constituent System» «Constituent System»
TV Network Hifi Content Provider

l«conformsTo»
[

«block»

I I
| |
| |
| |
! ! AV Contractual SoS
I «Contract» I

| |

| |

| |

| |

|

«conformsTo»

Transport Layer

—

AV Device

«block»
77777777 «Contract» ————— e — ———— - — -
AV Device

Transport

Layer

—_—

|-
AV Device

&,

AV Device
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Defining a Contract

«Contractual SoS Definition View»|
csdv AV SoS Contracts

«block»
«Contractual SoS»
AV Contractual SoS

!

1.* 1
«block» «block»
«Contract» «Contract»
AV Device Transport Layer
1
1 1
«block»
«Contract» «Contract»
LE Device Streaming Device

«block»
«Contract»
Browsing Device
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LE Device Contract Definition View

«Contract Definition View»
cdv Partial LE Contract Definition

«block»
«Contract»
LE Device

values

id
mem
highest_strength
highest_strength_id
otherLeaders
myCS
amlLeader

operations
update
Init
flushState
flushMemory
flushSummary
maxStrength
maxStrengthld
changeClaim
incStrength
amLeader
receiveMessages

July 2015 SoSCIE Webinar 31
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LE Device Contract Definition View

«Contract Definition View»
cdv Partial LE Contract Definition

1

1 1
block «block» «block»
« éor?t(r:a::)t» «Invariant» «Invariant»
LE Device invi inv2
values dom mem = node_ids \{id} and dom mem <> {} otherLeaders <= card dom mem

id
mem
E!g:est_s:rengm id «block» «block» «block»
O't?]effe—;r;gg _t «Operation» «Operation» «Operation»
myCS changeClaim write incStrength
amlLeader parameters parameters parameters

operations newClaim : Claim n: LE_Id, dat: DATA ()
update postcondition postcondition postcondition
Init myCS.c = newClaim mem(n) = dat or mem(n).c = <off> myCS.s = myCS~.s + 1
;:ﬂzﬂl\s/lt:rtso precondition precondition precondition
qushSummgl myCS.c = <off> => newc = <undecided> and n in set dom mem myCS.s <10
m axStrengthry myCS.c = <undecided> =>( newc = <leader> or newc = <follower>) and return return
maxStrengthld myCS.c = <leader> => newc = <undecided> and 0 0
changeClaim myCS.c = <follower> => newc = <undecided>
incStrength return
amlLeader 0 1 1
receiveMessages

1
1 <

~
~
~

{incomplete} =
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LE Device Contract Definition View

«Contract Definition View»

cdv Partial LE Contract Definition

1

«block» Py «block»
«Contract» . :
LE Device invi «Invariant»
values dom mem = node_ids \ {id} inV2

id
Mot strenath otherLeaders <= card dom mem
h'gh st gth id «block» «block»
O't?]effe—;r;gg _t «Operation» —— «Operation»
myCS changeClaim write incStrength
amlLeader parameters parameters parameters

operations newClaim : Claim n: LE_Id, dat: DATA ()
update postcondition postcondition postcondition
Init myCS.c = newClaim mem(n) = dat or mem(n).c = <off> myCS.s = myCS~.s + 1
;:ﬂzﬂl\s/lt:rtso precondition precondition precondition
qushSummgl myCS.c = <off> => newc = <undecided> and n in set dom mem myCS.s <10
m axStrengthry myCS.c = <undecided> =>( newc = <leader> or newc = <follower>) and return return
maxStrengthld myCS.c = <leader> => newc = <undecided> and 0 0
changeClaim myCS.c = <follower> => newc = <undecided>
incStrength return
amlLeader 0 1 1
receiveMessages

e

<
~
~
~

{incomplete} =

July 2015
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LE Device Contract Definition View

«Contract Definition View»
cdv Partial LE Contract Definition

1

1 1
<blockn «bIogk» «bIoc;k»
«Contract»
LE Device «block»
- «Operation»

id changeClaim
mem
highest_strength parameters <block»
highest_strength_id newClaim : Claim «Operation»
otherLeaders incStrength
myCS postcondition
amlLeader T myCS.c = newClaim 0 parameters

operations —
update precondition postcondition
Init myCS.c = <off> => newc = <undecided> and l;.c = <off> | |myCS.s =myCS~.s + 1
flushState myCS.c = <undecided> =>( newc = <leader> or newc = <follower>) and | precondition
flushMemory
flushSummary myCS.c = <leader> => newc = <undecided> and myCSs < 10
maxStrength myCS.c = <follower> => newc = <undecided> return
maxStrengthld 0
changeClaim return
incStrength ()
amlLeader 1
receiveMessages

? T
1

{incomplete} =
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LE Device Contract Protocol View  €¥University

«Contract Protocol Viewy
cpv LE Contract Protocol

- i R
LE Device - ~N
On
Election [otherLeaders > 1 OR otherlLeaders = 0]/ /~
Follower
do : changeClaim
[not isLeader]/ (do : sendMessages)
o Vs [otherLeaders = 1]/
®——=( Undecided |
do: changeCIaimj )
/send on N incStrength[otherlLeaders = 1]/
/send init
i e
Off [isLeader]/ Leader
[otherLeaders>1]/ do : changeClaim
\do : sendMessagesy
flushState/send off | _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __ o _______________
Listener
-
o———— Ready w Update
@o : receiveMessagesJ do : update

\ J

- y,
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«Contract Protocol Viewy
cpv LE Contract Protocol

-
LE Device )
e ™

On
Election [otherLeaders > 1 OR otherlLeaders = 0]/ /~

Follower

do : changeClaim

[not isLeader]/ (do : sendMessages)
o Vs [otherLeaders = 1]/
®——=( Undecided |
@o : changeCIaimj )
/send on incStrength[otherlLeaders = 1]/
/send init
[isLeader]/ Leader
7\ [otherLeaders>1]/ do : changeClaim
\do : sendMessagesy

flushState/send off

Listener

Update
do : update

-
o—— — Ready w
@o : receiveMessagesJ

I\

July 2015 SoSCIE Webinar 36



Newcastle

LE Device Contract Protocol View

«Contract Protocol Viewy
cpv LE Contract Protocol

. i R
LE Device

( On

Election [otherLeaders > 1 OR otherlLeaders = 0]/ /~

Follower
do : changeClaim
[not isLeader]/ (do : sendMessages)
o Vs [otherLeaders = 1]/
®——=( Undecided |
do: changeCIaimj )
/send on N incStrength[otherlLeaders = 1]/
/send init ~
i e
Off [isLeader]/ Leader
[otherLeaders>1]/ do : changeClaim
\do : sendMessagesQ
flushState/send off§ | _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ o _______________
Listener
-
o———— Ready w Update
@o : receiveMessagesJ do : update

\ N

- )
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LE Device Contract Protocol View

«Contract Protocol Viewy
cpv LE Contract Protocol

4 . N
LE Device - ~N
On
Election [otherLeaders > 1 OR otherlLeaders = 0]/ /~
Follower
do : changeClaim
[not isLeader]/ \do : sendMessages)
o - [otherLeaders = 1]/
®——=( Undecided |
do: changeCIaimj )
/send on N incStrength[otherLeaders = 1]/
/send init ~
i 4
off [isLeader]/ Leader
[otherLeaders>1]/ do : changeClaim
\do : sendMessagesQ
flushState/send off
Listener
-
o—— — Ready w Update
@o : receiveMessagesJ do : update
\§ J
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«Contract Protocol Viewy
cpv LE Contract Protocol
4 . R
LE Device - ~N
On
Election [otherLeaders > 1 OR otherLeaders = 0]/ /~
Follower
do : changeClaim
[not isLeader]/ \do : sendMessages)
o °® [otherLeaders = 1]/
Undecided W
do: changeCIaiLnJ )
/send on incStrength[otherLeaders = 1]/
/send init
off [isLeader]/ Leader
[otherLeaders>1]/ do : changeClaim
\do : sendMessagesy
flushstate/sendoff |
Listener
-
o———— Ready w Update
@o : receiveMessagesJ do : update

\\§ J

\§ J

July 2015 SoSCIE Webinar 39



. . 25 Newcastle
LE Device Contract Protocol View  €¥University

«Contract Protocol Viewy
cpv LE Contract Protocol

- ) ™
LE Device - ~N
On
Election [otherLeaders > 1 OR otherlLeaders = O]/r
1 Follower
\l do : changeClaim
[not isLeader]/ do: sendMessages)
o Vs [otherLeaders = 1]/
®——=( Undecided |
@o : changeCIaimj )
/send on incStrength[otherlLeaders = 1]/
/send init
[isLeader]/ 4
Off Leader
[otherLeaders>1]/ do : changeClaim
\do : sendMessagesy
flushState/send off | _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __ o _______________
Listener
-
o———— Ready w Update
@o : receiveMessagesJ do : update

IS Y,

- y
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«Contract Protocol Viewy
cpv LE Contract Protocol

. i R
LE Device - ~N
On
Election [otherLeaders > 1 OR otherlLeaders = 0]/ /~
Follower
do : changeClaim
[not isLeader]/ (do : sendMessages)
o Vs [otherLeaders = 1]/
®——=( Undecided |
@o : changeCIaimj _ ~
/send on incStrength[otherlLeaders = 1]/
/send init
\|/
[isLeader]/ \r
Off =1 Leader
[otherLeaders>1]/ do : changeClaim
do : sendMessages
flushState/send off | _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ __ o _______________
Listener
-
o———— Ready w Update
@o : receiveMessagesJ do : update
\ J
- y,
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Model-based Analysis R University

* Translate SysML contract model to formal
notation COMPASS Modelling Language
(CML)

— Contracts are defined in terms of
communicating processes

— Processes contain datatypes, variables,
operations and actions

* Verify requirement of emergent behaviour
using CML tool Symphony

* Formal semantics allows range of formal analyses

July 2015 SoSCIE Webinar 43



Analysing the Model

«Contractual SoS Definition View
esdv AV SoS Contracts

«Contractual SoS»
AV Contractual SoS

“biock> biocks
«Contacts «Contracts
AV Device Transport Layer
1
1 T
Diocior il biockr 1

C
LE | «Contract Connections View»
cev AV Contractual SoS Connections)

“dblock:
«Contractual SoS»
AV Contractual SoS

«Contracty “Contract>

AV Device AV Device

«Contracty
LE Device

«Contracty
LE Device

«Contracty «Contracty «Contracty

«Contract Defini{
cdv Partal LE Col

Browsing Device Transport Layer

Browsing Device

wond send
J «Contracty «Contract»
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isscer Parameters arametes arametars
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update: postcondition’ postcondition’ postcondition
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aroec
cateng| «Contract Protocol View|
amLeacd cpy LE Contract Protocol

LE Device
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[Election [otherteaders > 1 OR otherLeaders = 0

[otherLeaders =

[not isLeader)/

Undecided

do - changeClaim

incStrengthotherL eaders = 1)/

o - changeCl
do : sendMessages,

lisLeader)/

TotherLeaders=11

flushState/send off

N
SN [ oo )

o : receiveMessages) do : update

July 2015 SoSCIE Webinar

B Newcastle
University

44



. &5 Newcastle
Analysing the Model R University

e s v process LE_Device =1 : nat @
begin
‘ = ‘ actions
o Off = on!id -> (Undecided /_\ off!id
S pa— -> flushState();0ff)
K Undecided = changeClaim(<undecided>);
e, Listener;([isleader]& Leader
[]
[not isleader]& Follower)
Leader = ..

Follower
| Listener
end

process TransportLayer =
begin

e;d

process AlllLEDevices =
|| i in set le_ids @ (LE_Device(i))

process AVSoS= AllLEDevices
[|{]interface _channels|}|]
TransportLayer
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. &5 Newcastle
Analysing the Model R University

Consual 5 ofin Vv process LE Device =1 : nat @
begin
‘ ‘ actions
- off = on!id -> (Undecided /_\ off!lid
—r— -> flushState();0ff)
" Undecided = changeClaim(<undecided>);
P Listener;([isleader]& Leader
[]
[not isleader]& Follower)
Leader = ..
Follower =
> Listener =

cess TransportLayer =
in

e;d

process AlllLEDevices =
|| i in set le_ids @ (LE_Device(i))

process AVSoS= AllLEDevices
,,,,,, [|{|interface channels|}|]
TransportLayer
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Analysing the Model
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University

«Contractual SoS Definition View
esdv AV SoS Contracts
ablocks
«Contractual SoS»
AV Contractual SoS

-
“biock> biocks
«Contacts «Contracts
AV Device Transport Layer
1
1 T
Blockr il biockr ]

«C
LE | «Contract Connections View»
| cev AV Contractual SoS Connections)

“dblock:
«Contractual SoS»
AV Contractual SoS

«Contracty

AV Device

«Contracts
LEDevice [ ]

«Contracty

Browsing Device [ ]

«Contract Defini{
cdv Partal LE Col

“Contract>
AV Device

«Contracty
Transport Layer [

«Contracty
[T :LEDevice

«Contracty
{1 :Browsing Device

wond send

J «Contracty «Contract»

- veamingDeves [ ] L1 - Sveaming Doves
Corvas
L& o]
e - I ;
o
ighest strength ‘wblocks “«blocks
ngres i ia <couratons <cpartons Caratonn
b crangeCiam e incSrengin
amiLeader parameters. parameters parameters.
aperaions | newciam - cem L 0 ol ATA 0
update postcondition’ postcondition’ postcondition
l\msns myCS ¢ = newClaim — siaal
lsae recondion reconaion reconaon
5.0 <ofs > newo = <nsonts s s 2T
anSmmy
S myCS.c = <undecided> =>( newc = <leader> or news = <follower>) and et ot
osveran reS e Semtr = rowe urcectat o 0
st
aréec] «onract Protocol iew]
amLeacd cpy LE Contract Protocol
on
|Election

flushState/send off

[otherLeaders > 1 OR otherLeaders = 0

Undecided

lisLeader)/

TotherLeaders=11

oo

-

R
O

IncStrengthothert eaders = 1)/

Go - change
do : sendMessages,

o= Reayy |

N
(Update

o : receiveMessages) do : update

process LE Device = i :
begin

nat @

actions
off = on!id -> (Undecided /_\ off!lid
-> flushState();0ff)
Undecided = changeClaim(<undecided>);
Listener;([isleader]& Leader
[]
[not isleader]& Follower)
Leader = ..

N Follower = ..

Listener = .

end

process AlllLEDevices =
|| i in set le_ids @ (LE_Device(i))

process AVSoS= AllLEDevices

[|{]interface channels|}|]
TransportLayer

© O O Debug - LE INCOSE/INCOSE-1.2.1 INCO!

= The Symphony IDE - /Users/nrjp6/Dropbox/University... ™

Off = onlid -> (Undecided /_\ off!id -> flushState();0ff)

Listener = ReceiveData;update();OutputData
OutputData = leaderClaimtidiisleader -> Skip

Undecided = changeClaim(<undecided>);Listener;
[isleader]& Leader

[ not isleader] & Follower
)

Leader = changeClaim(<leader>); SendCS;Listener;
[leaders > @] & Undecided

[leaders = @] & incStrength();Leader
)

[leaders >1 or leaders=0 ] & Undecided

[leaders = 1] & Follower
d

B console 52| ¥ Tasks

| 2 | Bl o ssvete 380G 55 0ebi e wocel checker

EH@ 244w O = 0-Gr Q-
Q Quick Access
| *INCOSE-1.2.1_INCOSEpaper.cml 33 =8
actions

ReceiveData = (n_rec!id?s?dat ->write(s,dat);ReceiveData) |

SendCs = (l11 t in set dom mem @ [{}] n_send!id!timyCS ->

Follower = changeClaim(<follower>)/*;SendCs*/;flushState();
C

G

[ Obsenvable Event Hi... 33| = O

leaderClaim.0.true
1

tock
tock
tock
tock

line | T CMLEv... R (=)

Event Selection
tock

delnit

leaderClaim. Lirue
n_send.0.1.mk_CS(<leader>, 0)
oft0

Console

[& @& 8- 3- = o

LE_INCOSE [CML Model] CML Debugger

Waiting for environment on :
Waiting for environment on :
Waiting for environment on :
Waiting for environment on :
Waiting for environment on :
Waiting for environment on :

Symphony tool

n_send.0.1.mk_CS(<leader>, 0), off.0, on.z, delnit, tock
1.mk_CS(<leader>, 0), off.0, on.2, deInit, tock
1.mk_CS(<leader>, @), off.0, on.2, deInit, tock
1.mk_CS(<leader>, 8), off.0, on.2, deInit, tock

off.0, on.2,
\1.true, n_send.0.1.mk_CS(<leader>, @), off.0, on.z, deln

2, delnit, tock

* Analyse leader election

emergent behaviour

» Simulate execution of model

* Model checking
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CML Model Simulation R University

| ©® O O Debug - LE_INCOSE/INCOSE-1.2.1_INCOSEpaper.cml - The S h IDE - /Users/nrjp6/Dropbox/University... x| PY
H@ X4s+w|- 8N [E2%- 00 Q- 7 - e
Q Quick Access I o |Qcm &b Isabelle PBPOG %5 Debug mc Model Checker

Used Symphonysimulator to
execute traces of CML model

£ *INCOSE-1.2.1_INCOSEpaper.cml 32 = o Observable Event Hi... 53

Y’ X nit
253 actions n.0

254

255 OFf = onlid -> (Undecided /_\ off1id -> flushState);0ff)  [hock ° M 0O d e | d oes n Ot m eet
256 ock
257 Listener = ReceiveData;update();OutputData ock
258 eaderClaim.0.true .
Z/Z;J’ ReceiveData = (n_reclid?s?dat ->write(s,dat);ReceiveData) | °:"::‘ req u I re m e n t R 1 . 1
261 OutputData = leaderClaim!id!isleader -> Skip ock
262 ock
26 sendcs = CIII t in set don men @ [{}) n_sendtiditimyCs -> Event _ Ca n h ave more th anone
265 Undecided = changeClaim(<undecided>);Listener; History
266
ZZ? [isleader]& Leader | e a d e r
268 0 =
269 [ not isleader] & Follower Mc'\:'IILI poties] O oucev... 3 |
270 ) Event Selection .
2 | _Model = — However, quickly resolved
272 Leader = changeClaim(<leader>);Send(S;Listener; delnit
273 C leaderClaim. 1.true
274 Senders > @] & Undecided n;:end.o.l.mk_cs(deadew.0) In CO rrect mOd el O r in CO rrect
275 off.0 —
276 [leaders = @] & incStrength();Leader on.2
277 b) .
278
2 .’: Follower = changeClaim(<follower>)/*;Send(5*/;flushState(); N_eXt req u I re m e n t ?
280
281 ([leaders >1 or leaders=0 ] & Undecided Avallable
i s = 17 8 Fttoner cme. EVENLS * New CSs may be added and
284
B Console 83 &) Tasks = xpi&E& = B-r5-= 0

emergent behaviour
maintained

LE_INCOSE [CML Model] CML Debugger

Waiting for environment on : tau, n_send.@.1.mk_CS(<leader>, @), off.0, on.2, deInit, tock
Waiting for environment on : tau, n_send. .mk_CS(<leader>, @), off.®, on.2, deInit, tock
Waiting for environment on : tau, n_send.®.1.mk_CS(<leader>, @), off.0, on.2, delnit, tock
Waiting for environment on : tau, n_send.®.1.mk_CS(<leader>, @), off.0, on.2, deInit, tock
Waiting for environment on : tau, n_send.®.1.mk_CS(<leader>, @), off.0, on.2, deInit, tock
Waiting for environment on : leader(loim.1. true, n_send 8.1 =k _CS(<leader>, @), off.®, on.2, del

Analysis Status

0.1
0.1

July 2015 SoSCIE Webinar 48



_ = Newcastle
Overview Qe Lniversity

e Systems of Systems

e Case study

* Modelling

* Analysis

* Conclusions and future work
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. 2= Newcastle
Conclusions R University

e Established need for contractual definition
of constituent systems

* Defined and demonstrated contracts pattern
with industrial proof of concept study
— Using SysML and CML

* Demonstrated analysis of CS contractsto
ensure required emergence is maintained

— Simulation of CML model
— Resulting in clarification of requirements

July 2015 SoSCIE Webinar 50



@7/ Newcastle
Future Work R University

* Integrate SoS engineering frameworks

— e.g. fault modelling and analysis, testing

* Enhance contract pattern

— non-functional properties and security features
* Modelling SoS-level contracts in pattern
* Consequences of contract composition

 Automated contract conformance
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Future Work: Modelling Power in @3 Newcastle
.{,. University
Contracts

* |n CPLab at Newcastle University, working in
SoS and Cyber-Physical Systems

e Existing pattern allows only representation of
digital phenomena

* |In CPS modelling, need to represent physical

oroperties (e.g. power)

* |nitial results modelling Smart Grids with
contracts and co-modelling

* research.ncl.ac.uk/cplab
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jeremy.bryans@ncl.ac.uk y @JWBryans
john.fitzgerald@ncl.ac.uk YW @NclFitz
richard.payne@ncl.ac.uk YW  @riffio
KRT@bang-olufsen.dk

This work is part of the COMPASS project: research into model-based
techniques fordeveloping, maintainingand analysing SoSs

COMPASS

thecompassclub.org



