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Let’'s consider ....
What systems? What assurance?
Challenges
Responses

The Way Forward



AIr Traffic Control System




Satellite Communication System




Satellite Imaging System




Military Transportation System




Need to “stitch” these systems together

=» ad-hoc system of systems



Recovery

Search-and




Beware of the




Beware of those
doing the “stitching”




Communication and
Decision Making
are the “stitches”



“Take the red pill ...
See how deep the
rabbit hole goes”
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Software Engineering Institute:

“Mission Threads”
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Also need:

“Assurance Threads”
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Scenario-based

Forces Afloat
Defend HWA

and
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Assurance

It’s all a “confidence” game.

Providing adequate confidence that ...

... product requirements are being satisfied.
... project plans are being actualized.

... Stakeholders’ interests are being honored.



moderate

Requirements Assurance
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Let's consider ....

Challenges
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Meeting

stakeholders’

expectations



--‘_h"‘-"'-..-._ H“‘hﬁ
"'ll-_.--'.. “‘ .
——— TNl *-..J Dispose
"'*-._- "h-_‘ -
"l-“ - “,
Te——_ h“'-. “" “\
i N “1 b
- L
Manufacture L Y \
L
LY L] L]
\ % Operate :
L1
Develop ; : & Train |
! : :
& Test s 2 ! :
F 4 [ [ r
," . F 4 - r '.r
gl Distribute 7
__..--"'— F
- _-|__ & Support o
-—#,-l"' ’f" "’;
__---"""-..* .'#-I"" ’f’
._‘.--"'* 'J’
___....-*-""'——-— ..-"’f

22



— -“.h"“.
T e ~~ benign
"l--._-‘. "" -
———— ~ao *-,.J Dispose
—— ) -
-.._____ ) "h“ \‘
—_— producible . N
— e h )
T > h bfe‘
Manufacture N, UEanie N
-~ 'I.
\ \ Operate A
Develop : : & Train |}
] ’ -
& Test / : : !
J“I -' [ [
”; oy 'l
. Dlstrlbute s
__.-r'"— r i
- _| & Support o
r.—'# - ’f
- supportable ot
o ..---"""l ..r"'”
—— -""—#_-_— ..r'*#f



functional —~ ~~~__
-.._,____-_-‘ i "l-......
T~~<._ performing T~(_
'-.__-‘. ""'.,_ -
~e_ sare [ Dispose
‘I--‘- -y
--._--‘ - "
— ""'" ““ ‘\‘
- ~ .. Secure %
T~ ~ “a b
Manufacture L AN 5
L]
b Y \ Operate k_
5 . H
Develop ; : & Train b
[ ] .' :
& Test : F; :
-f! i" ¥ :
- . . s
- Distribute 7
_._.-r"'— -
- .| & Support o
- > 'f'
- - -
— -
_—-""‘--'— __-ﬂ” .f"
._‘_.-—""- ’J’
_.--""_-'_-_--.-‘_- J’#f

4



"l-p....-..-
—
b
S
e
—
—F_--‘-'-'-... -I.,..‘
— .
— -
— e ™
—-“ h‘ -
~/|D
—_— ~ <] Dispose
T ) -r
"-._'-. - -
= - -
“- . -
'I---i--,-'_ . ‘-‘ -
b e ™ - ,‘-
T~ ~ ~ .
- ~ . N

‘ Manufacture
assurable S

Develop
& Test /

L]
L]
L
L
L
[ ]
[ ]
F
i,

‘u‘ Operate k_
: & Train |3

f’!
- Dlstnbute ?
- -
-..'-—_.' F 4
- _- & Support P
-
- -~ -
'—_____..-"" -—’..r ”r
- "-__d‘ #’..r
___..-""" -
--"""--._--.- .-P"F#
- — — -
-
.-""-.’

N




teria

Success cr



Photo # NH 96566-KN First Computer "Bug". 1945
Y2

9 gl

D &t th.«LGN\. :.:»{-mh,l {L‘L?ru ?.032 %y7 015
J oo . 3\9‘5}\3 m{}w»-/ 9.087 Yl 753 W._,if
1370w, (035 HP -me ?ﬁw‘rrﬂﬁﬂ Y4/5725055(.)
@33  PRO > 2. 13pya26¥is
condk  2.43067ew8

e -2 =~ 033 .fau-llj ;,rup-J ST.AIJ Jeod” W)
{im R A :
A ::)Td.l'-i"—rj Co.su,he J)‘). Sli'ht e heck

.'5 ZN n-.. u::r::i [1" u,l'&' b ﬁﬁljer (T— i-i" L ) SN
Rt tauwf*‘?b ?ﬂtnz_'

kﬁ"m'ﬂh in r?.'l,qu,‘




intentional

DEFECT
SOURCE

accidental

accidental intentional

DEFECT
ENCOUNTER

28



Biock

repeaied "
prevents

O registrations detects
X -

Browse 7

Custpmer catalog ; \
_— i
L]
Register Crook

CLISIOMmEF Rtk

/

/

inclucles

EF‘!CF':,-‘.FIT gl (1 =

Fressane ’/)

incledes

Charnge
password
Operator
extends

”"'_:-'"_

\ './ Enforce
password
\ regime

\

flenitor
gystam




intentional

DEFECT
SOURCE

accidental

tradeoffs

%

accidental

intentional

DEFECT

ENCOUNTER

30



Acceptable behavior Unacceptable behavior




Security Requirements

confidentiality
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Let's consider ....

Responses
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“We must run as fast as we can,
just to stay In place.

And If you wish to go anywhere,
you must run twice as fast as that.”



static

assessments

Inspections
walkthroughs
audits

reviews
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prototyping
simulation

unit testing

Integration testing

system testing dynamic

acceptance testing aSS€SSMeNts

36



(2) Contract

(3) Supplier Development
Plans& Schedules

(4) REP or Teader

(5) User Needs

Descrption
(2) Statement of Need
(3) Draft RFPor Tender
(4) System Inesrty Level
Scheme

(5) SVVP

{6) Contract

(7) Supplier Development
HMans & Schedules

(8) User Needs

(9) Concept
Documentation

(10) SDD,1DD, 3RS, IRS

(11) Source Code

(12) Executable Code

(13) Test Plans, Designs,
Cases, Procedures,
Results

(14) Acceptance Test Plan
(15) V&V Task Resulis

V&V Inputs

Eff

() Manning the Interface and Supplier
Between V&V Effort
and Supplier

(3) System Requirements
Review

() Acceptance Support

V&YV Tasks

g O SVVPmilpites () Upiad SVVP
(2) Task Reportl) (2) Task Reports)
() AnomalyRepot(s)  (3) Anomaly Report(s)

Jutpu

Concept
(2) Supplier Development
Plans & Schedules
(3) User Neads
{4) Acquisition Needs
) Mkwlnm,
Level Assiguments

(6) Freliminary Threat and
Risk Assesment(TRA)

(7) Hazard Analysis Report

(8) Secunty Analyas

(8) V&V Tasks Results

) Concept Docomentation

Evaluation

(2) Criialty Analysis

(3) Hardware/Software/User
Requirements Allocation
Ay

(4) Traceability Analysis

(5) Hazard Amlysis

(6) Security Analyss

(%) Risk Amalysis

(1) Task Report(s)
(2) Anomaly Report(s)

Coorp

2) s

3) RS

4) Crticality Task Report

(3) User Documentation

{6) System Test Plan

(M Acceptance Test Plan

(8) S Config
Management Process
Documentation

(%) Hazard Aualyss Report

{10 Preliminary TRA
A1) Supplier Development

Pans& Schedules

‘12) Security Analyss
“13) V&V Task Reals

(3) Interface Analyss
() Critclity Analysis

(M] m‘\’ﬂhﬂl’h
on

(6) Acceplance V&V Test
Pan Generation

(7) Configuration
Management
Assessment

(8) Hazard Analys's

9) Secunty Analysis

‘10) Risk Analysis

(1) Task Reports)
(2) Anomaly Report(s)
(3) V&V Teat Plans

[ s}'tll

* Acceplance

(2) $DD

B) RS

(4 oD

(5) Design Standards

{6) Concept Documentation

M Caticdity Task Report

(8) TestPlans & Designs

9 User Documentation

(10) Hazard Analysis Report

(11) Supplier Development
Hans& Schedules

(1) Security Analysis

(13) V&V Task Resilts

(1) Traoubiy Ay
(2) Software Design
Evaluation

(3) Interface Analysis

() Criticality Analysis

(3) Component V&V Test
Pan Genesation

(6) Integraion V&V Test
Pan Geaeration

an
(7) Component V&V Test
Desizn Generation
® llbmliu V&V Test
Design Generation
9 System VEV Test
Design Generation
{10) Acceptance V&V Test
Design Generation
(11) Hazard Analyss
{12) Security Analysis
(13) Risk Amlyss

(1) Task Reports)
(2) Anomaly Report(s)
() V&V Test Plans

* Component
* Inlegration
4y VEV Tesd Degions

i 4
(2) User Docomentaon

{) DD Frocedures

) IRS (2) DD (3) Hazard Analys's Report

4) IDD (3) IoD (4) Supplier Development

(5) Source & Execotable (4) Source and Executable Plans & Schedules
Code Code (5) Sccurty Aualysis

{6) Coding Stds (5) User Documentation (6) V&V Task Results

{7) User Documentation {6) TestReslts () VEV Activity Sommary

[t] Documentation  (7) Hazard Analysis Report Reports

©) Cricality Task Report  (3) Supplier Development

10) Test Hans& Schedules

PlasDesignsCases (%) Securiy Amalysis
“11) Test Provedures (10) V&V TaskResilis
“12) Component Test Results
“13) Hazand Aulysis Report
“14) Suppler Development

Hlaas & Schedules
'I5) Security Analyss
'16) V&V Task Realts

(1) Traceability Analysis

(2) Source Code and Source
Code Documentation
Evaluadon

(3) Interface Analysis

() Crtcality Analysis

(5) Component V&V Test
Case Generation

{6) Integration V&V Test
(Case Generation

0 Sym V&Y Test Case

[tY] mv&vw
Case Generation

{®) Component V&Y Test
Procedure Generaion

10) Integration V&V Test
Frocedure Generation

1) System V&V Test
Procedure Generation

‘12) Component V&V Test
Execution

‘13) Hazand Anlysis

14) Secunity Analygs
\15) Risk Analyss

(1) Traceability Analysis
] Amepmce VEV Test

Frocedure Generaion

()] Ingmonv&VTeu

“ Sym V&V Test
Execution

(5) Acceptance VEV Test
Execution

(6) Hazard Analysis

(7) Security Analys's

{8) Risk Amlyss

Configuration Audit
(2) Installation Checkout
(3) Hazard Analysis
(4) Secunty ﬁnaly:s

(5) Risk Analysis
(6) V&V Enlnepm
Generation

(1) Task Report(s)
(2) Anomaly Repors)
(3) V&V Final Report

() TskReprts)
(2) Anomaly Repod(s) (2) Anomaly Reports)
() V&V Ted Gases (3) V&Y Test Prooedures

*  Component * Acceplance

¢ Integration

o Speiem

() TaskReports)

(2) New Constraints

(3) Proposed Changes

{4) Installation Package
(5) Operating Procedures
{6) User Documentation
(7) Concept Documentation
(8) Hazard Analysis Report
(9) Envimonmental Changes
{10y "eqml)f Analysis

{12) Cperational Problem
Reports
{13) V&V Task Reaults

(3) Hazard Analyss
(4) Security Analysis
(5) Risk Analysis

(1) Task Reports)
(2) Anomaly Repori(s)

(2) Approved Changes
(3) Insallaion Package
{4) Supplier Development
Plans & Schedules
(5) Proposed Changes
{6) Auomaly Reports
M hhm’mw[nwgnt)‘

(4] [hmdAlalyasReporl
(%) Security Aalyss

“10) Suppler Development
Plansd Schedule

‘11) Operation Problem
Reports

‘12) V& TaskResilis

} SYVPRevis
(2) Anomaly Evaluation
(3) Criticality Analysis
(4) Migration Assessment
(5) Retirement Assessment
(6) Hazard Analysis

(7) Security Analysis

(8) Risk Analysis

(9) Task leration

(1) Updated SYVP
(2) Task Regort(s)
() Anomaly Repor(s)

37




Lifecycles
-- IEEE 1012

Testing

Maintenance V&V
Activity

Operation V&V
Activity

Concept V&V
Activity

Planning V&V
Activity

Acquisition
Support V&V

Activi

e >
22
£32
8=
25
=
£
s &
=
T | .| | P
T A-1 IR At S~ 2 Iy e A M
& & g " e
T i . .
> h
rm < § . i, @ .m .m
= R L2 & s
............................ r-..“..M-.....-...-....-...n.. B s e T T CER T T PP TP PP
M. L e “F 8
5 ¥ :
= s M m
g ¢ 8 {2 < <
g g§ |z 5 Z g
E \ L -
s ® s g s @ . 3 &
- D N S A ..*....-..:Lm.--.. P - SR RSP Py R
] g - = 5 m m §
M 2 = .m [ f ' m
; e 28 & § 4 )
m. . M 23 m = s g f
£ $TE3E: s 335¢ T £
5 aoscua MfemMu g = ¥
4 f8883¢8 s88Eas 5. 3352 e 2
........... T T 7 B 7 > T e it L T~
FIEEEE FEELLE s5ilid
s2EEEE FZEERZ ssddsus
333383 S8 8s
gz

4l = Denotes V&Y Product (Generation
and Verification)

Legend:

38



- .
e B e ] e i i

V&V Test Plan
V&V Test Designi
V&V Test Case |
V&V Test Proced

*

e ]

Concept
Activity

Requirements
Activity

Implementation

Activity

Test

Activity

Installation and
Checkout
Activity

39



Let's consider ....

The Way Forward
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Set measureable
dependability targets.

Pi5 n

Design. Implement.
Build in dependability.

Do

Standards

Best Practices
Professional Communities

|

C Conduct appraisals.
hEC kldentify opportunities.

46

Release? Rework?
Improve processes.
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Costs of Costs of not

meeting requirements meeting requirements
»Prevention »Internal
_ fallures
»Appraisal
»External
fallures

COST OF QUALITY
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»Prevention
v'Planning
v Training
v'Tools

»Appraisal
vInspections
v Audits
v’ Tests

COST OF QUALITY



> Internal failures

# Scrap
# Rework

sf\, > External failures
I' # Warranty
% Liability

# Loss of reputation

COST OF QUALITY
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"Everybody has won
and all must have prizes.’
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