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Welcome to the
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Information Exchange (SoSECIE)
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We will start at 11AM Eastern Time
You can download today’s presentation from the SoSECIE Website:
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speaker, send an email to sosecie@mitre.orq
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NDIA System of Systems SE Committee

* Mission
* To provide a forum where government, industry, and academia can share

lessons learned, promote best practices, address issues, and advocate
systems engineering for Systems of Systems (SoS)

* To identify successful strategies for applying systems engineering principles
to systems engineering of SoS

* Operating Practices

* Face to face and virtual SoS Committee meetings are held in conjunction
with NDIA SE Division meetings that occur in February, April, June, and
August

NDIA SE Division SoS Committee Industry Chairs:
Mr. Rick Poel, Boeing
Ms. Jennie Horne, Raytheon

OSD Liaison:
Dr. Judith Dahmann, MITRE



Simple Rules of Engagement

* | have muted all participant lines for this introduction and the
briefing.

* If you need to contact me during the briefing, send me an e-mail at
sosecie@mitre.org.
* Download the presentation so you can follow along on your own

* We will hold all questions until the end:
| will start with questions submitted online via the CHAT window in Teams.

* | will then take questions via telephone; State your name, organization, and
question clearly.

* If a question requires more discussion, the speaker(s) contact info is
in the brief.



Disclaimer

 MITRE and the NDIA makes no claims, promises or guarantees
about the accuracy, completeness or adequacy of the contents of
this presentation and expressly disclaims liability for errors and
omissions in its contents.

* No warranty of any kind, implied, expressed or statutory,
including but not limited to the warranties of non-infringement of
third party rights, title, merchantability, fitness for a particular
purﬁose and freedom from computer virus, is given with respect
to the contents of this presentation or its hyperlinks to other

Internet resources.

* Reference in any presentation to any specific commercial
products, processes, or services, or the use of any trade, firm or
corporation name is for the information and convenience of the
participants and subscribers, and does not constitute
endorsement, recommendation, or favoring of any individual
company, agency, or organizational entity.
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IAMD Mission Space

Figure 1. Subcategories of Threats
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Credit: Gabriel Almodovar, Daniel P. Allmacher, Morgan P. Ames I, and Chad Davies, JFQ 88, 15t Quarter 2018
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Key Insight

A Digital Engineering Environment
developed for any IAMD mission can be
easily re-factored to address the others.

Current work is focused on analysis of
Countering Small Unmanned Aerial Systems
(C-sUAS) — which has been expanded to
Cruise Missile Defense of the Homeland
(CMD-H) in FY21.

»
»

Different scales, but a
similar mission thread

Find-Fix-Track-Target-

@ c-suas
Engage

Scale (time, space, velocity)

A 4

Threat Autonomy
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Two Complementary Analytical Approaches

Start with knowns — “Make the Start with requirements — “Buy
most of what you have” the best of what you need”
Given existing C-sUAS system Given adversary capabilities and BF

: : CONOPs, derive the required C-
parameters, (_jgt_ermme th_e optimal SUAS capabilities and parameters
set of capabilities for a given that optimize performance for a given
scenario. scenario.
Vs Blue

WW
y ))) DEE
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Operational Use Case — C-UAS Concepts

~
C-sUAS Components & - System A System C
Capabilities
* C-sUAS System may have one or more
than one of the components required to
complete the kill web < I
» Complete kill web may require multiple System D System B
C-sUAS Systems for a given scenario
and appropriate C2 linkages C2 Node .
\ J L

Dynamic Targeting Steps ‘

= :;;::‘3:,"?‘*"““‘“" crewerse | Kill Web > [ (Find) Fix j——{  Track  }——{ Target }——{ Engage |

' ?ea;)nr:;indalwnns IE;’:{:llmlne time available
Qgg‘g@ \2 le - ~
ppn—. — A useful model must capture both what is done and what is used to do it
&5 EngagQ \:’:—Irack/,
:%mm{mf (f_Taw/ \.ﬁ.lze.memgsm, + Activity: Information on the steps (and sub-steps) in the kill web, and which equipment is used to
e T . jecomnaissance conduct them
= Update time available
® Determine resources * Deconflict
a“‘:;",,"‘k élﬂ;ﬁi?* * Inventory: Information on each C-sUAS system (and subsystem)
® Satisfy restrictions ~ » Decide _ J

Source: Joint Publication 3-60, 2018
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JJAMDO DE Environment — Process Flow

Source Data Central Model Simulation Visualization
Name, De.scription \ JOVE Excel
Function(s) : ? m .
Performance Parameters J0 X R Studio
Subsystems / Comm / C2
Unit Cost i
MATLAB Shiny
- S (D) >
: A 1
N
JES \ - —p
b
JCSFL ‘\ ’
CONOPs / C2 schemes N AFSIM /l Q
~ . -
TTPs, Shot Doctrine = > ?55%%‘ & di ==
DODAF Artifacts ?
NIPR / SIPR Cloud Environments

ICD, CDD, IPL
POMs / FYDP Plan
OPLANs

Develop Here...

| MITRE NERVE -~

Ingest Data ONCE

- e [ wiTRE swil
MANY TIMES

...Deploy Here
| DoD SIPR Cloud : ( Full Digital Toolchain Analysis > >

MITRE

\ 4

©2021 The MITRE Corporation. ALL RIGHTS RESERVED



Digital Engineering Environment — CUAS Mission Model

Stakeholder Needs

Fixed / Semi- Fixed
Mis s ion Overview

Mission Level: What
problem is being
modeled

L

C-UAS CDD Requirements

System Requirements

System of Systems:
Describes the SoS to

s

System Satis fy Matrix

address the problem
and verify the @

solutions. Notional SoS

Simulation Requirem ents
Model: Describes how

the M&S applicaton will

represent a portion of

the problem space to

validate the solutions
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Product Type: Scopes the viewpoint of each product

Use Cases

%o

Dynamic Targeting Use Case

=
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%Derational Behavior — Dynamic Targeting Process
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System Context - C-UAS System List
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Stakeholder Needs
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(WL/EOUO) Must detect and track UAS to include the Unmanned Agrial Vehicke (UAV) wakghing less than or equal to X Ibs.
(group 1-2) which may include 3 ground control station (GCS), X km on the ground and UAVS weighing > X Ibs. (Group 3).
(Annex A)
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Data Exchange with Operational Simulation
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Data Visualization & MOE Analysis
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Directly Compare Two
Architectures

Dynamic updates

Various MOEs defined
by the analyst

Heat maps of detections
and kills

Data Visualization & MOE Analysis
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Lessons Learned

Access to collaborative tools directly correlates to
efficiency — NERVE provided ability to move quickly even
in the COVID-19 work environment

Security-driven logistical hurdles can cause work to slow —
Classified analysis required multiple air-gapped networks
to complete; a SIPR cloud network is essential

Sponsor-provided data is both a limiting factor and a driver
of success — JIAMDO struggled to obtain data from
CCMDs and Services; once provided, data (and sponsor
SME access) enabled feasible and authoritative analysis

The right people are critical — Task succeeded due to
team’s skillsets and availability

[ Biggest obstacle — access to secure, cloud environment to

support distributed teamwork

|
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Keys to Success

Digital Access — Take smart risks to
develop tools and capabilities on
unclassified systems where possible
— but must have classified
environment

Data Access — Sponsor must
provide authoritative information as
soon as possible

Sponsor Access — Frequent
collaboration drives continued
improvement and sponsor
satisfaction

People Access — Modern digital
tools require equally modern skillsets
— find the right people up front

MITRE
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