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NDIA-System’ of Systems_ SE Committee

AMission

A To provide a forum where government, industry, and academia can share
lessons learned, promote best practices, address issues, and advocate
systems engineering for Systems of SysteBRue)(

A To identify successful strategies for applying systems engineering principles
to systems engineering &oS

A Operating Practices

A Face to face and virtu8loSCommittee meetings are held in conjunction
with NDIA SE Division meetings that occur in February, April, June, and
August

NDIA SE Division SoS Committee Industry Chairs:
Mr. Rick Poel, Boeing
Ms. Jennie Horne, Raytheon

OSD Liaison:
Dr. Judith Dahmann, MITRE



Simple-Rulesfof Engagement

Al have muted all participant lines for this introduction and the
oriefing.

Alf you need to contact me during the briefing, send me anadl at
sosecie@mitre.org.

ADownload the presentation so you can follow along on your own

AWe will hold all questions until the end:

Al will start with questions submitted online via the CHAT window in Skype.

Al will then take questions via telephone; State your name, organization, and
guestion clearly.

Alf a question requires more discussion, the speaker(s) contact info is
In the brief.




Disclaimer

AMITRE and the NDIA makes no claims, promises or guarantees
about the accuracy, completeness or adequacy of the contents of
this presentation and expressly disclaims liability for errors and
omissions in its contents.

A No warranty of any kind, |mﬂlled, expressed or statutory,
mgludln(_:g but not limited to the warranties of nanfringement of
third party rights, title, merchantability, fithess for a particular
Purﬁose and freedom from computer virus, is given with respect
o the contents of this presentation or its hyperlinks to other
Internet resources.

A Reference in any presentation to any specific commercial _
products, processes, or services, or the use of any trade, firm or
corporation name is for the information and convenience of the
participants and subscribers, and does not constitute
endorsement, recommendation, or favoring of any individual
company, agency, or organizational entity.
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June 2, 2020
SERC: Methods to Evaluate Cost/Technical Risk and Opportunity
Thomas McDermott and Cody Fleming

May 19, 2020
Digital Engineering Toolchain
Dr. Aleksandra Markin&husid

July 28, 2020
Addressing Mission Engineering from a Lead Systems Integration Perspective
Dr. Warren Vaneman

More coming soon!
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Introduction

ATraditional Systems Engineering measures (TRL, IRL, SRL, MRL) are adequate fol
prescribing systems engineering stages, configuration management, and
Interface control documentation but do not provide essential knowledge to
support quantified Risk Informed Decision Analytics (RIDA).

AAny technology or design feature introduced into a component, subsystem,
system, or system of systems should haveeasurable technical performance
which impacts the Value of the system.

ADigital Engineering enabled development, calibration, and use of meuksed
engineering and authoritative truth sources provides a formal, structured
approach to quantifying and tracing maturation of technical performance
measures (TPMs) and their impact on support to RIDA and Value creation.

The Revolutionary ldea Separating the Future from the Past Is the

Collaborative use of Knowledge to Master Risk at the Speed of Releva




DoD Digital Engineering Strategic Guidance (June 2018)

1. Formalize the development, integration, and
use of models to inform enterprise and
program decision making

2. Provide anenduring, authoritative source of
truth

3. Incorporate technological innovation to
Improve the engineering practice

4. Establish a supporting infrastructurand
environment to perform activities, collaborate
and communicate across stakeholders

5. Transform the culture and work

DoD defines Digital Engineering as an integrated digital approach that uses

authoritative sources of system data and models as a continuum across discipline:
support lifecycle activities from concept through disposal




Authoritative Decisioning
The Focal Point for Digital Engineering

A Authoritative Decisioning is the quantifiable use of knowledge, research, and
analysis to support decisions from big strategic choices to thousands of
operational microchoices.

ADigital Engineering enables Authoritative Decisioning by providing digital
continuous intelligence in which redime analytics are integrated within
enterprise functional operations, processing current and historical data to
prescribe actions in response to events.

ADigital Engineering accelerates the use of knowledge through analytics to
produce value.

A Authoritative Decisioning is the organizing focal point for a Digital Engineering
Ecosysteng all tools, processes, and practices need to lead to vahukled,
risk-informed decisions at the speed of relevance




Digital Engineering Enabled Authoritative Decisioning-OV
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Digital Continuous Intelligence
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Value Mapping in a Digital Engineering Environment
The Centerpiece of Lifecycle Decision Analytics

Value Objective = Mission Utility Robustness / Total Ownership Cost

A Mission (or Military) Utility- setof required technical attributes of the system
that provides a distinct advantage over competitors in the marketplace

A Robustness normalized measures of how well the system performs over time
(Reliability, Availability, Maintainabllity), in unanticipated circumstances, and
In alternate uses (Resiliency)

A Total Ownership Costslifecycle cost of development, production, fielding,
operations, sustainment, and demilitarization

11



Purpose of the Value Objective

A NRPOARSE G(KS Gb2NIK {dFNE F2NJ I
any level (e.g., component to systeiof-systems)

AKey elements are measurable and can be dynamically coupled to
time varying Requirements and Stakeholder Expectations

AEnables guantification of risks and decision impacts on delivering
the Value Objective at every phase

ADigitaI Engineering enables forward projection of optimum
sequential development of Value vs localized value decisions

A Value Objective Is Essential for Guiding Desired Quantified Kngwle

at Critical Decision Points Using Digital Engineering




Mastering Risk

AMastering risk using digital engineering principles may be the single
most important aspect that separates the future of systems e TN
engineering from the past b
AUsing statistical methods to determine probabilities of the state of a
system is a quantification of incomplete information or uncertainty at
a time instant
AA current measure of uncertainty should not be conceived in terms of
disorder, but rather as a measure of the probability distribution that ¢ ¢ kS NB @2t dziiA 2y NE
characterizes the amount of missing information boundary between modern times and
AEmploying authoritative digital surrogate models with uncertainty i o e masey oS e
guantification methods can project the best means to obtain the whim of the gods and that men and
missing information to achieve an acceptable level of uncertainty anél2 YSy N5 y2d LI aa
maximize Valued the mastery of risk t SGSNI . SNy aidSAys a
NEYFNJlIoftS adag2NeR 2

Discovery of defects or insufficient performance that negatively impact a program |

In the lifecycle is not bad luck it is a failure to properly quantify and master the risk
associated with each decision along the way




Strategy 1¢ Use of Models to Support Decisions
Developing an Authoritative Digital Surrogate Reduced Order Model

Increasing , 1 ,

AGeometric Fidelity Experiments / |
ASurrogate Credibility

Tests
y(xi, zy) = m(x, z;) + e (x;, 2;)
l : s A
. . . * X ‘, # < \ >"\. ' cnn':::n“ # v
High Fidelity Model | NANNS W
~— v(x‘.21)=rn(xf.zj)u(x:.z‘) Additional Data
Model Mixed-Input gl(\)/Imd |
Low Fidelity Model F(x,8) Gaussian oaels
. P ATests
Latin - T Output Gaussian Process rocess .
; . T Input P Regression | AOperations
YPEFELDE 14 * y=/x0) —m g ! RDigital Twins
Space Filling . (Kriging) W
DOE L= AAI Cognitive
4 Model Calibrated Learning
S Parameters Digital
Emulator
Adaptive DOE, Added Training Data
9RGINR ad YNIFGX a5S@St2LISYyd FyR LW AOFGAZ2Y 2F | 5A3901MDS2¢201&E09334K 5A3)

Aviation Systems Conference, Atlanta, GA, June2252018



Strategy 2- The Essence of Digital Engineering
Enduring, Authoritative Truth Sources and Digital Surrogates

AShifts primary means of communication from documents to digital
models and data

AProvides the technical elements for creating, updating, retrieving, and
Integrating models and data

AEnables access, management, analysis, use, and distribution of
Information from a common set of models and data

AProvides authorized stakeholders current, authoritative, and consistent
Information for use over the lifecycle

AEssential for making decisions under risk across the lifecycle

Measures of the Maturity andCredibilityof Authoritative Truth Sources Will
Enable a More KnowledgBased Informative Understanding of the

Risks of Achieving the Value Objective




Risk Informed Decision Analytics (RIDA)

AEvery useful question one can ask at a critical decision point is
one in which there is a of lack information to some degree

AWhen faced with a lack of information, the only thing one can
do Is to reason by induction

AEssential to RIDA is therediblequantification of margins and
uncertainties (QMU) at critical decision points

AThe QMU provides the prior probability as the basis for a
Bayesian inference process to select the next best course of
action to master risk

16



Quantified Margins and Uncertainty (QMU)
Key to Mastering Risks

QMU is a technical framework for producing, |
combining, and communicating information about ‘ v

Epistemic Uncertainty

MI;

- =
performance margins of complex systems to Confidence Factor

support riskinformed decision making

s
G

Decision Variable

QMU Requires: Aleatory Uncertainty
A Performance Thresholda specification of a necessary Mean  Reqt
performance achievement, typically in quantitative form. .
A Performance Margin difference between the required \ o Reliability Factor =—
performance of a system and the demonstrated j[ T
performance of a system Decision Variable

A Uncertainty- begins with the requirements that provide a
foundation for the definition of performance thresholds,
accumulates and transforms as the various science anc -
engineering activities that lead from design to quallflcat
to evaluation are executed.

A Credibilityc requires a consistent, disciplined approach
the validation and calibration of models used to develog :t —— |
the probability and cumulative distribution functions a 17

If M/U > 1 for all
components,
.|| subsystems, and
ks || systems have higlh
confidence system

will be reliable

Bound Response




QMU, System Robustness / Reliability, and Decision Analytics

- : Mission Value
Ao eauirement iy Objective ‘
Threshold R
4 ; N
Reliabili :
) I € ab. .tvc Shift the mean >,
< | v/ probability of
N o U, . closer to the
P success in . :
< | : - requirement typically
meeting a :
by redesign
~ performance
P L\ : criterion
TPM, QO\
P , Robustnesg Reduce the variance,,
TPM, QOI property of a by additional modeling
system that » and experimentation
enables it to with a focus on
TPM¢ Technical Performance Measure survive reducing uncertainties,
QOI¢ Quantity of Interest unusual particularly epistemic
circumstances uncertainties

Calibrated
Digital i
Surrogate See Think Do 18



Prescriptive Analytics- Risk Informed Decision Analytics to Master Risk

Mi“imug‘l For a TPM/QOI related variabMwith a probability Minimum
ﬁﬁigﬁlde > density functionLJ6 € 0 Z  { iffdrnyatog ghttody is ﬁ%ﬁ‘;g:}iﬁ(‘j‘? >'
| | |
' 7D Bomme)log pg) |
| :
P : which is the average amount of information contained in P :
the random variable Y, it is also the uncertainty removed :
after the actual outcome of Y is revealed :
d S5AIAGEE { dzZNNRIIFGS : )
TPM, QOI TPM, QOI
Sensitivity Analysis Entropy Based Inference Resource Allocation
MC orSobolMethods AullbackLieber Divergence or ABudget / Schedule Constraints
to determine which » relative entropy AStakeholder Preference
input parameters ABayesian Inference Ampact on Value Objective
influence the mean and Aviaximum Entropy

variance the most

Directly relates current measures of uncertainty to determining an activity that produ

a new probable state that will move the system closer to meeting the Value Obijecti



Digital Thread; Connected Available Knowledge for Decisions

Digital Thread at Any Time Increment, t

T< P |'<X$<XD1
| Design information
A Geometries, Materials, Design, Manufacturing,
Obptimizati : Testing and Operating Specifications;Z3BCAD,
ptimization Is eBOM Ciritical DrawingsDigital Surrogate Models

performed on a Value

Tools, methods, and processes

Objective statementg Alnformation and protocols of methods, tools,
not jUSt current processes, and algorithms
knowledge but Statistics of uncertain inputs
potenti al future AProbability space associated with uncertain variables;
: : sources of epistemic analeatory uncertainties:QMU
Information

Source of available information

ACurated assembly of all agreed upon single sources
of information - the Authoritative Truth Sources
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Strategy 3 Rethinking Systems Engineering Maturity/Readiness Levels

Digital Thread — Connected Available Knowledge for Decisions
Digital Thread at Any Time Increment, t

D,eEl, SP XT, XD,
Design information
‘ * Geometries, Maoterials, Design, Manufocturing,

Optimization is

performed on a Value Tools, methods, and processes \

Testing and Operating Specifications; 3-D CAD, n
eBOM, Critical Drawings; Digital Surrogote Models \

Measures of

Maturity of the
Systems Engineering
Process

* [nformaotion and protocols of methods, tools, \

Objective statement —
not just current
knowledge but ‘
potential future
information

processes, and algorithms

Statistics of uncertain inputs and current state
* Probability spoce associoted with uncertain variables;

sources of epistemic and aleatory uncertainties: QMU \

Source of available information
* Curoted assembly of all agreed upon single sources
of information - the Authoritative Truth Sources —

TRL, IRL, MRL, SR
EVM

DSMRL, TPI, TPRI
SPRI, SRRI, V

A New Set of Measures
DSMRI¢ Digital Surrogate Model Readiness Level
TPI¢ Technology Performance Index
TPRF Technology Performance Risk Index
SPRE System Performance Risk Index
SRR} System Readiness Risk Index
VOI¢ Value Objective Impact

Measures of Maturity
Toward Meeting
System Performance and
the Value Objective
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Digital Surrogate Model Readiness Level (DSMRL)
for Performance Models

Antroduce a readiness level associated wiffg Y] Maturity of MBE Derived Digital Surrogate Performance Models

the very essence of Digital Engineerigg
the Authoritative Truth Source

AA Digital Surrogate Model Truth Source 5
enables Quantification of Margins and
Uncertainties (QMU) of performance at the 4
component, assembly, subsystem, system,
and mission level

Adpplications of calibrated Digital Surrogate 4
Performance Models will enable a
guantification of performance levels and
provide knowledge for decision analyticsto 5
determine the best course of action to
meet Stakeholder expectations 6

1

DSMRL Provides a Consisten 7
Disciplined Approach to Assuri

the Credibility of Surrogate
Models Used for QMU Analyse

Un-validated, deterministic models obasic physical principles, no geometry details

Validated models using generic legacy data &ass of problems, notional
geometries; material / component level reduced order models (RSM)

Lowfidelity, model-generated, calibrated RSM digital surrogates using-bated
inputs, parametric sensitivity studies, design for variations; initial UQ sensitivity
analysis; initial program modebased performance truth source curation

RecalibratedRSM using higtidelity models and/or laboratory data for system of
interest parameters; closer to final component, subsystem geometry; identificatic
of epistemic (EU) ancaleatory- (AU) uncertainties

Recalibrated RSM using empirical data generated from component / breadboard
tests in a relevant environment; EU/AU uncertainties propagated

Recalibrated RSM using developmental test data from system/subsystem prototy
or ina relevant environment; agprototyped geometry; EU/AU accounted for

Recalibrated RSM using data from operational testing:kaslt, asflown geometry;
comprehensive set of managed RSM models from material/component to systen

Recalibrated RSM using data from operations:laslt, as-operated geometry;
lifecycle curation of comprehensive digital surrogates in a PLM system

Recalibrated RSM using data froandigital twin and artificial inteIIigencSezgathered
from an asbuilt, asoperated, asoptimized system



Develop, Integrate, and Calibrate dnduringDigital Surrogate Truth Source
@ Digital Surrogate Model Readiness Level (DSMRL)

Testing and Operations Optimum ted
Experimental 7 tor
DOE 5

5 Mixed-Input

; Minimize the Number . - GaUSSIan

Operating of Experiments / Tests Process

Library . n _
High Fidelity Model ecalibration
e P S ! 95% Points
’ == ) ¥ Confidence
iy Nl  _Swmy  Minimize the Number of : Layel
High Fidelity Modeling Adaptive nediate
Computations 2 cmulator Posterior
Reports = T AN =
B — T — A AR Mean
P i i X
'&VSML L y(xi,2i) = m(x;,2;) + € (x4, 2)
ystem : =
Requirements e =
Pediﬂfeep , Adaptive DOE I Enables Addition Of
Provenance of E la. . : :
All Records Continuous or Discrete

Curated
Knowledge

T Heterogeneous Data
Parametric Sensitivity Studies g

Base o ot e (2,
Engineering Sensitivity / Trade De5|gn for Variation
Design & Analysis Studies i

FNR a® YNIFG3X a5S@St2LISyd FyR !PTLIWIXAOFGA2Y 2F F 5A3FAGFE ¢ KNE
$-2(#184D0B.!Aviation Systems Conference, Atlanta, GA, Jun@®52018 23



