
Welcome to the
2020 System of Systems Engineering Collaborators 

Information Exchange (SoSECIE)

We will start at 11AM Eastern Time

Skype Meeting +1 (703) 983-2020, 46013573#

¸ƻǳ Ŏŀƴ ŘƻǿƴƭƻŀŘ ǘƻŘŀȅΩǎ ǇǊŜǎŜƴǘŀǘƛƻƴ ŦǊƻƳ the SoSECIE Website:

https://mitre.tahoe.appsembler.com/blog 

To add/remove yourself from the email list or suggest a future topic or

speaker, send an email to sosecie@mitre.org

SoSECIEWebinar
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NDIA System of Systems SE Committee

ÅMission
ÅTo provide a forum where government, industry, and academia can share 

lessons learned, promote best practices, address issues, and advocate 
systems engineering for Systems of Systems (SoS)

ÅTo identify successful strategies for applying systems engineering principles 
to systems engineering of SoS

ÅOperating Practices
ÅFace to face and virtual SoSCommittee meetings are held in conjunction 

with NDIA SE Division meetings that occur in February, April, June, and 
August

NDIA SE Division SoS Committee Industry Chairs: 
Mr. Rick Poel, Boeing
Ms. Jennie Horne, Raytheon

OSD Liaison: 
Dr. Judith Dahmann, MITRE



Simple Rules of Engagement

ÅI have muted all participant lines for this introduction and the 
briefing.

ÅIf you need to contact me during the briefing, send me an e-mail at 
sosecie@mitre.org.

ÅDownload the presentation so you can follow along on your own

ÅWe will hold all questions until the end:
ÅI will start with questions submitted online via the CHAT window in Skype.
ÅI will then take questions via telephone; State your name, organization, and 

question clearly.

ÅIf a question requires more discussion, the speaker(s) contact info is 
in the brief.



Disclaimer

ÅMITRE and the NDIA makes no claims, promises or guarantees 
about the accuracy, completeness or adequacy of the contents of 
this presentation and expressly disclaims liability for errors and 
omissions in its contents.

ÅNo warranty of any kind, implied, expressed or statutory, 
including but not limited to the warranties of non-infringement of 
third party rights, title, merchantability, fitness for a particular 
purpose and freedom from computer virus, is given with respect 
to the contents of this presentation or its hyperlinks to other 
Internet resources.

ÅReference in any presentation to any specific commercial 
products, processes, or services, or the use of any trade, firm or 
corporation name is for the information and convenience of the 
participants and subscribers, and does not constitute 
endorsement, recommendation, or favoring of any individual 
company, agency, or organizational entity.



June 2, 2020
SERC: Methods to Evaluate Cost/Technical Risk and Opportunity

Thomas McDermott and Cody Fleming 

May 19, 2020
Digital Engineering Toolchain
Dr. Aleksandra Markina-Khusid

July 28, 2020
Addressing Mission Engineering from a Lead Systems Integration Perspective

Dr. Warren Vaneman

More coming soon!

2020-2021 System of Systems Engineering 
Collaborators Information Exchange Webinars

Sponsored by MITRE and NDIA SE Division



Dr. Ed Kraft

Systems of Systems Engineering Collaborators Information Exchange
Webinar

May 5, 2020

Edmkraft , Inc

New Digital Engineering Enabled Systems and 
Mission Engineering Performance Measures
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Introduction

ÅTraditional Systems Engineering measures (TRL, IRL, SRL, MRL) are adequate for 
prescribing systems engineering stages, configuration management, and 
interface control documentation but do not provide essential knowledge to 
support quantified Risk Informed Decision Analytics (RIDA).

ÅAny technology or design feature introduced into a component, subsystem, 
system, or system of systems should have measurable technical performance 
which impacts the Value of the system.

ÅDigital Engineering enabled development, calibration, and use of model-based 
engineering and authoritative truth sources provides a formal, structured 
approach to quantifying and tracing maturation of technical performance 
measures (TPMs) and their impact on support to RIDA and Value creation.

The Revolutionary Idea Separating the Future from the Past is the 
Collaborative use of Knowledge to Master Risk at the Speed of Relevance
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DoD Digital Engineering Strategic Guidance (June 2018)

1. Formalize the development, integration, and 
use of models to inform enterprise and 
program decision making

2. Provide an enduring, authoritative source of 
truth

3. Incorporate technological innovation to 
improve the engineering practice

4. Establish a supporting infrastructure and 
environment to perform activities, collaborate 
and communicate across stakeholders

5. Transform the culture and work

DoD defines Digital Engineering as an integrated digital approach that uses 
authoritative sources of system data and models as a continuum across disciplines to 

support lifecycle activities from concept through disposal 8



Authoritative Decisioning
The Focal Point for Digital Engineering

ÅAuthoritative Decisioning is the quantifiable use of knowledge, research, and 
analysis to support decisions τ from big strategic choices to thousands of 
operational micro-choices. 

ÅDigital Engineering enables Authoritative Decisioning by providing digital 
continuous intelligence in which real-time analytics are integrated within 
enterprise functional operations, processing current and historical data to 
prescribe actions in response to events.

ÅDigital Engineering accelerates the use of knowledge through analytics to 
produce value.

ÅAuthoritative Decisioning is the organizing focal point for a Digital Engineering 
Ecosystem ςall tools, processes, and practices need to lead to value-added, 
risk-informed decisions at the speed of relevance

άΧ ƛŦ ŀƴŀƭȅǘƛŎǎ ŘƻŜǎ ƴƻǘ ƭŜŀŘ ǘƻ ƳƻǊŜ ƛƴŦƻǊƳŜŘ ŘŜŎƛǎƛƻƴǎ ŀƴŘ ƳƻǊŜ 
ŜŦŦŜŎǘƛǾŜ ŀŎǘƛƻƴǎΣ ǘƘŜƴ ǿƘȅ Řƻ ƛǘ ŀǘ ŀƭƭΚϦ φ aƛƪŜ DǳŀƭǘƛŜǊƛΣ CƻǊǊŜǎǘŜǊ
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Digital Engineering Enabled Authoritative Decisioning OV-1

Information Layer

Information Exchange 
Platforms and Data 

Warehouses

Process Layer

What Can be Done With 
Data and Functional 

Analytics

Functional Layer

Any Function Which 
Operates on Collected Data 

and Knowledge

Augmented Knowledge Management

Data Cloud
Data Lakes
Data Ponds

Legacy Data Machine 
Learning

Graph 
Analytics

MBSE

Authoritative
Sources of Truth

Digital Thread Digital Twin

MBE

Digital
Surrogates

Analysis & 
Synthesis

Collaborative Network

Authoritative Decisioning

UQ

Lifecycle
Systems, 
Mission

Engineering

Test & 
Evaluation, 
Operations

Requirements

Metrics

Risk Informed 
Decision 
Analytics

Truth
Data

Optimum
Testing

Test & 
Operational 

Data

Digital Continuous Intelligence

Semantic Data / Tools 
Search and Discovery

Digital 
Reporting, 

Documentation  
& Archiving

Value Objective = Mission Utility Robustness / Total Ownership Cost

QMU, Cost Analysis

Mastering Risk

Communicate Decide

Over All Phases
ÅQuantified Risks
ÅAlternative 

Options
ÅImpact on Value 

Objective

ÅComparative 
Prognosis of 
Risk Mitigation 
Actions
ÅSelect Best 

Course of Action
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Value Mapping in a Digital Engineering Environment
The Centerpiece of Lifecycle Decision Analytics

Value Objective = Mission Utility Robustness / Total Ownership Cost

ÅMission (or Military) Utility- set of required technical attributes of the system 
that provides a distinct advantage over competitors in the marketplace

ÅRobustness- normalized measures of how well the system performs over time 
(Reliability, Availability, Maintainability), in unanticipated circumstances, and 
in alternate uses (Resiliency)

ÅTotal Ownership Costs- lifecycle cost of development, production, fielding, 
operations, sustainment, and demilitarization
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Purpose of the Value Objective

ÅtǊƻǾƛŘŜǎ ǘƘŜ άbƻǊǘƘ {ǘŀǊέ ŦƻǊ ŀƭƭ ŘŜŎƛǎƛƻƴ ŀƴŀƭȅǘƛŎǎ ŀǘ ŀƴȅ ǇƘŀǎŜ ŀƴŘ 
any level (e.g., component to system-of-systems)

ÅKey elements are measurable and can be dynamically coupled to 

time varying Requirements and Stakeholder Expectations

ÅEnables quantification of risks and decision impacts on delivering 

the Value Objective at every phase

ÅDigital Engineering enables forward projection of optimum 

sequential development of Value vs localized value decisions

A Value Objective is Essential for Guiding Desired Quantified Knowledge 
at Critical Decision Points Using Digital Engineering
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ά¢ƘŜ ǊŜǾƻƭǳǘƛƻƴŀǊȅ ƛŘŜŀ ǘƘŀǘ ŘŜŦƛƴŜǎ ǘƘŜ 

boundary between modern times and 

the past is the mastery of risk: the 

notion that the future is more than a 

whim of the gods and that men and 

ǿƻƳŜƴ ŀǊŜ ƴƻǘ ǇŀǎǎƛǾŜ ōŜŦƻǊŜ ƴŀǘǳǊŜΦέ

tŜǘŜǊ .ŜǊƴǎǘŜƛƴΣ ά!Ǝŀƛƴǎǘ ǘƘŜ DƻŘǎΥ ¢ƘŜ 

ǊŜƳŀǊƪŀōƭŜ ǎǘƻǊȅ ƻŦ Ǌƛǎƪέ

Mastering Risk
ÅMastering risk using digital engineering principles may be the single 

most important aspect that separates the future of systems 

engineering from the past

ÅUsing statistical methods to determine probabilities of the state of a 

system is a quantification of incomplete information or uncertainty at 

a time instant

ÅA current measure of uncertainty should not be conceived in terms of 

disorder, but rather as a measure of the probability distribution that 

characterizes the amount of missing information

ÅEmploying authoritative digital surrogate models with uncertainty 

quantification methods can project the best means to obtain the 

missing information to achieve an acceptable level of uncertainty and 

maximize Value ðthe mastery of risk

Discovery of defects or insufficient performance that negatively impact a program late 
in the lifecycle is not bad luck ςit is a failure to properly quantify and master the risks 

associated with each decision along the way
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Strategy 1 ςUse of Models to Support Decisions
Developing an Authoritative Digital Surrogate Reduced Order Model

9ŘǿŀǊŘ aΦ YǊŀŦǘΣ ά5ŜǾŜƭƻǇƳŜƴǘ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴ ƻŦ ŀ 5ƛƎƛǘŀƭ ¢ƘǊŜŀŘ κ 5ƛƎƛǘŀƭ ¢ǿƛƴ !ŜǊƻŘȅƴŀƳƛŎ tŜǊŦƻǊƳŀƴŎŜ !ǳǘƘƻǊƛǘŀǘƛǾŜ ¢ǊǳǘƘ SouǊŎŜΣέ !L!!-2018-4003. 
Aviation Systems Conference, Atlanta, GA, June 25-29, 2018

█●ȟʃ

Experiments /
Tests

Test

Additional Data 
from
ÅModels
ÅTests
ÅOperations
ÅDigital Twins
ÅAI Cognitive 
Learning

Increasing
ÅGeometric Fidelity
ÅSurrogate Credibility
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Strategy 2 - The Essence of Digital Engineering 
Enduring, Authoritative Truth Sources and Digital Surrogates

ÅShifts primary means of communication from documents to digital 
models and data
ÅProvides the technical elements for creating, updating, retrieving, and 

integrating models and data
ÅEnables access, management, analysis, use, and distribution of 

information from a common set of models and data
ÅProvides authorized stakeholders current, authoritative, and consistent 

information for use over the lifecycle
ÅEssential for making decisions under risk across the lifecycle

Measures of the Maturity and Credibilityof Authoritative Truth Sources Will 
Enable a More Knowledge-Based Informative Understanding of the 

Risks of Achieving the Value Objective   
15



Risk Informed Decision Analytics (RIDA)

ÅEvery useful question one can ask at a critical decision point is 
one in which there is a of lack information to some degree

ÅWhen faced with a lack of information, the only thing one can 
do is to reason by induction

ÅEssential to RIDA is the crediblequantification of margins and 
uncertainties (QMU) at critical decision points

ÅThe QMU provides the prior probability as the basis for a 
Bayesian inference process to select the next best course of 
action to master risk
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Quantified Margins and Uncertainty (QMU) 
Key to Mastering Risks

QMU Requires:
ÅPerformance Threshold ςa specification of a necessary 

performance achievement, typically in quantitative form.
ÅPerformance Margin - difference between the required 

performance of a system and the demonstrated 
performance of a system 

ÅUncertainty - begins with the requirements that provide a 
foundation for the definition of performance thresholds, 
accumulates and transforms as the various science and 
engineering activities that lead from design to qualification 
to evaluation are executed.

ÅCredibilityςrequires a consistent, disciplined approach to 
the validation and calibration of models used to develop 
the probability and cumulative distribution functions

QMU is a technical framework for producing, 
combining, and communicating information about 

performance margins of complex systems to 
support risk-informed decision making

Epistemic Uncertainty

AleatoryUncertainty

Confidence Factor = 
Ἑ

ἣ

M

Reliability Factor ̡ = 
Ἑ

If M/U > 1 for all 
components, 

subsystems, and 
systems have high 
confidence system 

will be reliable
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QMU, System Robustness / Reliability, and Decision Analytics

Requirement

Calibrated 
Digital 

Surrogate

M

Minimum
Acceptable
Threshold

TPM, QOI

TPM, QOI

P

P

TPM ςTechnical Performance Measure
QOI ςQuantity of Interest

ˋ

˃

Reliabilityς
probability of 

success in 
meeting a 

performance 
criterion

Robustnessς
property of a 
system that 
enables it to 

survive 
unusual 

circumstances

U
Shift the mean,˃ ,
closer to the 
requirement typically 
by redesign

Reduce the variance,̀,
by additional modeling 
and experimentation 
with a focus on 
reducing uncertainties, 
particularly epistemic 
uncertainties

See Think Do

Mission
Utility

Value
Objective

18



Prescriptive Analytics  - Risk Informed Decision Analytics to Master Risk

M

Minimum
Acceptable
Threshold

TPM, QOI

ˋ

˃

U
P

aΩ

TPM, QOI

'̀

'˃

¦Ω

P

Minimum
Acceptable
Threshold

5ƛƎƛǘŀƭ {ǳǊǊƻƎŀǘŜ aƻŘŜƭ tǊƻƧŜŎǘƛƻƴ ƻŦ va¦Ω

For a TPM/QOI related variable Ywith a probability 
density function ǇόȅύΣ {ƘŀƴƴƻƴΩǎ information entropy is

╗╨ В░▬◐░) log p(◐░)  

which is the average  amount of information contained in 
the random variable Y, it is also the uncertainty removed 
after the actual outcome of Y is revealed

Sensitivity Analysis
MC or SobolMethods 
to determine which 
input parameters 

influence the mean and 
variance the most

Entropy Based Inference
ÅKullback-Lieber Divergence or 
relative entropy
ÅBayesian Inference
ÅMaximum Entropy

Resource Allocation
ÅBudget / Schedule Constraints
ÅStakeholder Preference
ÅImpact on Value Objective

Directly relates current measures of uncertainty to determining an activity that produces 
a new probable state that will move the system closer to meeting the Value Objective 
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Digital Thread ςConnected Available Knowledge for Decisions

Source of available information

╓◄ɴ ╘◄Ṗ╟◄X ♆◄X Dt

Statistics of uncertain inputs
ÅProbability space associated with uncertain variables; 

sources of epistemic and aleatory uncertainties: QMU

Tools, methods, and processes
ÅInformation and protocols of methods, tools, 

processes, and algorithms 

Design information
ÅGeometries, Materials, Design, Manufacturing, 

Testing and Operating Specifications; 3-D CAD,  
eBOM, Critical Drawings; Digital Surrogate Models

Digital Thread at Any Time Increment, t

ÅCurated assembly of all agreed upon single sources 
of information  - the Authoritative Truth Sources

Optimization is 
performed on a Value 
Objective statement ς

not just current 
knowledge but 
potential future 

information
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Strategy 3 - Rethinking Systems Engineering Maturity/Readiness Levels 

TRL, IRL, MRL, SRL
EVM 

DSMRL, TPI, TPRI, 
SPRI, SRRI, VOI

Measures of 
Maturity of the 

Systems Engineering 
Process

Measures of Maturity 
Toward Meeting

System Performance and  
the Value Objective

A New Set of Measures 
DSMRL ςDigital Surrogate Model Readiness Level
TPI ςTechnology Performance Index
TPRI - Technology Performance Risk Index
SPRI ςSystem Performance Risk Index 
SRRI - System Readiness Risk Index
VOI ςValue Objective Impact 21



Digital Surrogate Model Readiness Level (DSMRL) 
for Performance Models

DSMRL Maturity of MBE Derived Digital Surrogate  Performance Models

1 Un-validated, deterministic models ofbasic physical principles, no geometry details

2 Validated models using generic legacy data forclass of problems, notional 
geometries; material / component level reduced order models (RSM) 

3 Low-fidelity, model-generated, calibrated RSM digital surrogates using set-based 
inputs, parametric sensitivity studies, design for variations; initial UQ sensitivity 
analysis; initial program model-based performance truth source curation

4 RecalibratedRSM using high-fidelity models and/or laboratory data for system of 
interest parameters; closer to final component, subsystem geometry; identification 
of epistemic- (EU) and aleatory- (AU) uncertainties

5 Recalibrated RSM using empirical data generated from component / breadboard 
tests in a relevant environment; EU/AU uncertainties propagated

6 Recalibrated RSM using developmental test data from system/subsystem prototype 
or in a relevant environment; as-prototyped geometry; EU/AU accounted for

7 Recalibrated RSM using data from operational testing; as-built, as-flown geometry;
comprehensive set of managed RSM models from material/component to system 

8 Recalibrated RSM using data from operations; as-built, as-operated geometry; 
lifecycle curation of comprehensive digital surrogates in a PLM system

9 Recalibrated RSM using data froma digital twin and artificial intelligence gathered 
from an as-built, as-operated, as-optimized system

ÅIntroduce a readiness level associated with 
the very essence of Digital Engineering ς
the Authoritative Truth Source
ÅA Digital Surrogate Model Truth Source 
enables Quantification of Margins and 
Uncertainties (QMU) of performance at the 
component, assembly, subsystem, system, 
and mission level
ÅApplications of calibrated Digital Surrogate 
Performance Models will enable a 
quantification of performance levels and 
provide knowledge for decision analytics to 
determine the best course of action to 
meet Stakeholder expectations

DSMRL Provides a Consistent, 
Disciplined Approach to Assuring 

the Credibilityof Surrogate 
Models Used for QMU Analyses
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Develop, Integrate, and Calibrate an EnduringDigital Surrogate Truth Source

9ŘǿŀǊŘ aΦ YǊŀŦǘΣ ά5ŜǾŜƭƻǇƳŜƴǘ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴ ƻŦ ŀ 5ƛƎƛǘŀƭ ¢ƘǊŜŀŘ κ 5ƛƎƛǘŀƭ ¢ǿƛƴ !ŜǊƻŘȅƴŀƳƛŎ tŜǊŦƻǊƳŀƴŎŜ !ǳǘƘƻǊƛǘŀǘƛǾŜ ¢ǊǳǘƘ 
{ƻǳǊŎŜΣέ !L!!-2018-4003. Aviation Systems Conference, Atlanta, GA, June 25-29, 2018
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# Digital Surrogate Model Readiness Level (DSMRL)
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