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Simple Rules of Engagement

* | have muted all participant lines for this introduction and the
briefing.

* If you need to contact me during the briefing, send me an e-mail at
sosecie@mitre.org.
* Download the presentation so you can follow along on your own

* We will hold all questions until the end:
| will start with questions submitted online via the CHAT window in Teams.

* | will then take questions via telephone; State your name, organization, and
question clearly.

* If a question requires more discussion, the speaker(s) contact info is
in the brief.



Disclaimer

* MITRE and the NDIA makes no claims, promises or guarantees
about the accuracy, completeness or adequacy of the contents of
this presentation and expressly disclaims liability for errors and
omissions in its contents.

 No warranty of any kind, implied, expressed or statutory,
including but not limited to the warranties of non-infringement of
third party rights, title, merchantability, fitness for a particular
purﬁose and freedom from computer virus, is given with respect
to the contents of this presentation or its hyperlinks to other
Internet resources.

» Reference in any presentation to any specific commercial
products, processes, or services, or the use of any trade, firm or
corporation name is for the information and convenience of the
participants and subscribers, and does not constitute
endorsement, recommendation, or favoring of any individual
company, agency, or organizational entity.
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Motivation

* Capstone Project

e Sponsor: Georgia Tech’s PMASE program

* Co-sponsor: NASA’s Earth Science & Technology Office

e Support to New Observing Strategies (NOS) project
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Project Goals

e Urban air quality domain

* Use of SE methods & tools

* Needs, use cases & high-level requirements
* Distributed monitoring architecture

* Focus on Research // Early Adopters // 3 RS (reproducibility, replicability & reliability)
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Why Urban Air Quality? @

SUSTAINABLE
DEVELOPMENT
~\Il'.r.,‘
U N Farn G’...*ALS
W
environment GOOD HEALTH
programme AND WELL-BEING

Air pollution, which kills an estimated 7 —/\r\/\v
million people every year, is the biggest
environmental health risk of our time. 12 covaveron

_ o _ AND PRODUCTION
unenvironment.org/explore-topics/air/about-air

O

1 CLIMATE ‘I PARTNERSHIPS

The short-lived climate pollutants black carbon, methane,
tropospheric ozone, and hydrofluorocarbons are the most
important contributors to the man-made global greenhouse

effect after carbon dioxide, responsible for up to 45% of @
current global warming. (IGSD, 2013)

“*‘ Georgiall=7 e Architecture for Mon!torlnfg Urban Air Quality: A Systems
| e Technclogyy Engineering Approach
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Why a Distributed Monitoring System?

* Multiple sources, users &
technologies

 Satellites to indoor monitoring
* Public, Private, Research, etc.

e System of Systems

Multi-Nodes from
Multiple Organizations:
NASA, DOD, OGAs,
Industry, Academia,
International

* Multiple purposes and level of Cuesas,
stakeholders ugvs

* Multiple lifecycles
* Multiple owners (& governance)

* Allow data sharing and processing |
i GeorEfe renCEd deCiSion'ma king ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20190028350.pdf
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Development Process

Mission Analysis

Use Case Analysis

Sociotechnical Analysis

Requirements Analysis

System Architecture

“*‘ Georgiall=7 e Architecture for Mon!torlnfg Urban Air Quality: A Systems
| e Technclogyy Engineering Approach
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Development Process

Mission Analysis

Georgia = ie Architecture for Monitoring Urban Air Quality: A Systems
I = G . .
| o Technclogyy Engineering Approach
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Mission Analysis

Monitoring Action Predictive

Access by nodes Action from nodes Action from nodes

Raw & processed Current situation Predictive model
data triggers triggers

Data validation Enhanced monitoring Avoid or reduce
(reliability) or mitigation consequences

“*‘ Georgiall=7 e Architecture for Mon!torlng Urban Air Quality: A Systems
| e Technclogyy Engineering Approach



Stakeholder & Use Case Analysis

| Georgialnsiiuie
| oifechnclogy

Architecture for Monitoring Urban Air Quality: A Systems
Engineering Approach

16



Geo iallr er
Trgh o

Stakeholder & Use Case Analysis

e Actor identification
e Multi-level use cases

* Primary Stakeholders: Data Providers and Data Users

* NASA Earth Science Technology Office establishes
infrastructure for NOS project.

e Data providers and data users interact with and utilize
infrastructure to receive data product.

* Scientific community and environmental agencies are
primarily both a data provider and a data users.
Concerned with precision and accuracy of data
(fundamentally rooted in calibration of instruments and
sensors... big challenge!)

* Non-personnel actors are air quality elements being
sensed and correlated with research data

Architecture for Monitoring Urban Air Quality: A Systems
Engineering Approach
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Primary Urban
Air Quality NOS
Use Cases:

*Data collection
(Recording Data)
*Data Integration
*Data Management
*Data
Communication
*Data Security
*Node Network
Monitoring and
Control

Use Case
Extensions (use all
included elements
of primary use
case):

*Monitoring Mode
(Normal Operation)
*Emergency Mode
“Refocusing”
*Early Warning
(Predictive)
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Use Cases

e Collect Data

* |Integrate Data

* Manage Data

* Communicate Data
* Secure Data

* Monitor & Control

Georgialli=fiuie
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Sociotechnical Analysis

| Georgialnsiiuie
| oifechnclogy

Architecture for Monitoring Urban Air Quality: A Systems
Engineering Approach
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Sociotechnical Analysis

' Incentives

l Reinforcements l
P rm_r't

Loop Analysis

Duta &
Metaiats

Provider
Profile

Validation & Certification

" Architecture for Monitoring Urban Air Quality: A Systems 91
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Interactions & Perceptions ]

[ Unknown Concepts ]

Personal
information Privacy
/—\ Unknown Data No information on Policies
Data & i how to use the SoS Blockchain
Metadata Provider

Grading

[ ] 1 - 1 Distant Data
H Igh Ievel ma p pl ng ( Instruments Sensitivity, )

K / Journals & Publications ]
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— Distributed Governance
& Cybersecurity
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Limit, Limit of Linearity. ) Mass adoption
(" operatorsmamett ) / \
H perator’s name (i Node- ientific profile &
° ode-owner scien p
Support to requirement e e it | Gonea
analysis (el | ¢ ~ positive Node
> N Available sets of RAW data Perception Open
Brand and Model of sources for measurement Source
instruments ) > H Tools
‘ Reproducibility, Reliability & Open source
= . Number of calibration - Replicability ‘ﬁ community
C Pe rce pt I O n & CO nfl d e n Ce points (instrument) . Scientist Positive
: “ - N (user) Perception
Instruments Available Node-provider Blind Positive
calibration olan (and Analysis Service Perception
J L ) y Educational Community
. . 4 ) s N\ Positive Perception
M .
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, communication .
Technique, Method, \ ) Comrr'u.Jmty ‘J
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. ; : University Labs (Node ussage) ]
C Key aSpeCtS Of Infl Uence International / National certified [
node provider
. ope . e \ 7
* (reproducibility, replicability & T,

Calibration and Replicability testing
quality Certification companies & Labs Positive
companies Perception
Scientific community
research reviews
[ === Positive reinforcement }
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Requirements Analysis

| Georgialnsiiuie
| oifechnclogy

Architecture for Monitoring Urban Air Quality: A Systems
Engineering Approach
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Requirements Analysis

Functional

Data architecture
Hardware architecture
Sociotechnical

Project management

Air quality

Human systems integration

| Georgialnsiitie
| ofTechnologyy
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System Architecture

Data Transfer R s

Data and C&C B S L1/L2 & GEO Satellites

CubeSATs,
Balloons, UAVs

Data Monitoring Station ;
T

City Under

Observation

' » Communication Center A ’ s e N, o s

Ground Sensors !
e m Z m |

! Sensor Suite . Data Processing and
| Command and Control Storage Center
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System Architecture

NOS System

Data
System

&
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Proposed System (BDD)

Q

«block»
NOS System
«block» «block» «block» «blocks «block» «block» «block» «block» «block» «block»
CommunicationFabric Node Data CyberSecurity Database Central System Law&Treaties Certification&Validation SociotechniocalProgram NASA testBed
v
«blocks «block» «block» «block» L «blocks «block» «blocks
NodeManagement Data Management Blockchain Data Storage DataAnalysis Intergovernmental UserAcceptance «block»
Sensor
«blocks «block» ablocks ablocks «block» = «block»
User Management Metadata Management Governance User Database Business to Business Incentives R
«block» «blocks Rblocks Communication Network
Triggering Management Patents & Scientific Breakthroughs B CollaborativeGrading
«block»
gk Actuator
Node Simulator
«block» «block»
3rd Party Services NASA Database
= ;z:‘:k' «blocks
e Node Simulator
«blocks
! Data Mining
blocks
- «blocks ablock
Post-Processing Operations
«block»
| Data Viewing «blocks
N SRR 3rd Party Databases
Search Engines
- A Architecture for Monitoring Urban Air Quality: A Systems
Georgial=iinrie 8 Yo ASY 28
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Proposed System (BDD)

«block»
NOS System
«block» «block» «block» | «block» «block» «block» «block» | «block» «block» «block»
CommunicationFabrj Node Data i CyberSecurity | Database Central System Law&Treaties | Certification&Validation | SociotechniocalProgram | NASA testBed
—_— — — e — — - — — - - —
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NodeManagement Data Management Blockchain Data Storage | DataAnalysis | Intergovernmental ‘ UserAcceptance | «block»
_ | : S . Sensor
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User Management tadata Management | Governance | User Database | Business to Business | Q. centives «blocks
«blocks «blocks 1 ROk ; Communication Network |
Triggering Management Patents & Scientific Breakthroughs ‘ B CollaborativeGrading
- «block»
ablocks Actuator
Node Simulator
«blocks «block»
3rd Party Services NASA Database
L ;&':ck’ ablocks
e Node Simulator
«block» i
! Data Mining
L eblocks 0| ‘bz:i':ns
Post-Processing - pe
«block»
| Data Viewing «block»
L «block» 3:(! Pir,ty Latanases.
Search Engines
- e Architecture for Monitoring Urban Air Quality: A Systems
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Node // Sensor

bdd [Package] Interfaces [ Interface Definition J_J

xinterfaceBlock»
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l

i
|

|

«interfaceBlock»
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Sallite phone platform
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Web Server
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ginterfaceBlock»

Data / Physical Layer
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GSM TxRx
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RJ45 cable

«interfaceBlock»
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Protocol

bdd [Package] Structure [ Sensor Structure lJ
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0GC

«interfaceBlock»
CSMAICD

«interfaceBlock»
HTTP

Architecture for Monitoring Urban Air Quality: A Systems
Engineering Approach

The concept of “Node” is critical and should be discussed in future
work for deriving requirements (and establishing boundaries)

«block»
Sensor

paris

owner : Owner
operator : Operator

«blocks
Owner

Values

owner : ownerKind

«blocks
Operator

Values

operator : operatorKind

«blocks
Location

location : locationKind

location
FAY
«blocks
In-Situ
«block»
Satellite
«block»
Airbourne
«valueType» wvalueType»
locationKind y‘p
: ownerKind
In-Situ
Satellite g%s;
Airbourne ey

avalueType»
operatorKind

government
private
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bdd [Package] ltem Flows [ tem Flow Definition U

«blocks
Data
pans
data Management : Data Management
metadata Management : Metadata Management
;3 7 T i z i z
«block» «block» «block» «block» «block» «blockxs «block»
LoginData NodeConfiguration MeasurementData MetaData TriggeringData interNodeMessage Grading
values values values values values values
useriD : String nodeTimeUsage : nodeTimeUsage | [timeBase : Real required opticnal sourceAddress sourceAddress userGrade
userPass : String dataProcess : dataProcess magnitude : Real destinationAdress destinationAdderess methodGrade
userType : userType dataDirection : dataDirection dimentionsNumber : Integer «blocky «blocks excecutionTimeDate messageType metaDataGrade
- dependence : dependence magnitudeUnits : String Required Optional action securityCheck collaborativeGrade
values values securityCheck
timeDateTag instrumentAccuracy
avalueType» £vERETyyes ppcTypes timeTagError instrumentSensitivity
nodeTimeUsage dataProcess | dependence samplingRate instrumentResolution
attnbuies attributes geoReference instrumentBrand
a l.:,“"”“’“ provide asynchronous geoReferenceError instrumentiodel
L consume synchronous dataUtility : dataUtiity |  |instrumentLastCalDate
Stored store phenomenon instrumentCalNumber0fPoints
process temporalResolution companyName
«valueType» search «vatu.eTyp?.» spatialResolution operatorsName
userType aggregate dataDirection | observable satelliteOwner
. interpolate attnbutes airborneSensorOwner
s calibrate input et airborneActuatorOwner
research validate output PR Ypo» insituSensorOwner
Solh il grade bidirectional dataUtility insituActuatorOwner
education bt crossvalidate attnbules sensingTechnique
a%vgrnmen 4 crosscalibrate RAW sensingMethod
trigger Calibrated sensingProcedure
communicate Interpolated sensingProtocol
CrossValidated instrumentDynamicRange
CrossCalibrated instrumentlLevelO fDetection
blindAnalysisVerification
ruggednessTesting
collaborativeValidation
ANOVAvalidation
companyQualityCertification
companyGrading
emailContact
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bdd [Package] ttem Flows [ item Flow Definition JJ
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metadata Management : Metadata Management
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Air Quality Data Fusion: STATE OF THE ART

Massive amounts of historical data available, but in different formats

*For cross validation: not only Data fusion through analysis, but also
through Machine Learning
*Two samples a day from satellite information for Air Quality

(MODISTerra, Aqua, etc.)

*For cross calibration and aerosol Dynamic models simulation:
Supercomputers

*Data Fusion methods need ground information: satellites measure
vertical aerosol optical depth, ground sensors and air borne integrate
horizontally

False positive & false negative events in
Air Quality Observable detection may
have expensive consequences.

*In the present, Automatic Triggering
for Air Quality phenomena may need
humans in the loop

*Data sharing has started: “operational data” does not imply”“
research data”

*Street level triggering with hundreds of meters of resolution need
“low signal correlations”: ground sensor nets and interpolation.

Source: Dr. Mariel Friberg interviews & “Improving regional air quality modelling using machine
learning to fuse surface and satellite information”, M.D. Friberg, R.A. Kahn, NASA GSGC, USRA.
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Global Sharing: STATE OF THE ART

Making location count.

s Q} Py - i : - Current State of NASA SensorWeb
e a9 . 1 SensorWeb 3G Extends Access and Standards into Flight Software
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For further work

How to quantify:
* the relative importance of heterogeneous latency contributors
 the total End-to-End latency (in all the existing use cases)

Does OGC standards admit partial implementations of Blockchain? (for example:
Blockchain only for MetaData)

Without knowing the approximate data size to be requested from Servers, clients
can be easily overwhelmed by very large responses from servers.

Likewise, servers can also be overwhelmed by an unreasonable number of
requests.

How would these Standards manage triggering actions around the globe without
being enabled by a Human in the Loop? (hypothesis: an actuator from one
system is triggered by another system (from different owners)



Conclusions

* Flexible network node interface increase acceptance

* User perception and confidence is important
» 3 “Rs”: Repeatability, Reliability & Reproducibility // Metadata

* Data validation and security as building blocks

* Commercial partners would enhance capabilities
* International standards may speed up definitions (i.e. OGC)
* This is a starting point. Much further work still required.
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Thank you for your time

Now, Q&A

Adrian Unger
adrianunger@gmail.com

www.linkedin.com/in/adrian-unger-systemsenginee
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